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Executive Summary 

Online privacy, child safety, free speech and anonymity are on a collision course.  The 
мффу /ƘƛƭŘǊŜƴΩǎ hƴƭƛƴŜ tǊƛǾŀŎȅ tǊƻǘŜŎǘƛƻƴ !Ŏǘ ό/htt!ύ ŀƭǊŜŀŘȅ ƳŀƴŘŀǘŜǎ ŎŜǊǘŀƛƴ ƻƴƭƛƴŜ 
privacy protections for children under 13, but many advocate expanding online privacy 
protections for both adolescents and adults.  Furthermore, efforts continue at both the 
federal and state levels to institute new regulations, such as age verification mandates, 
aimed at ensuring the safety of children online.  There is an inherent tension between 
these objecǘƛǾŜǎΥ !ǘǘŜƳǇǘǎ ǘƻ ŀŎƘƛŜǾŜ ǇŜǊŦŜŎǘƭȅ άǎŀŦŜέ ƻƴƭƛƴŜ ŜƴǾƛǊƻƴƳŜƴǘǎ ǿƛƭƭ ƭƛƪŜƭȅ 
require the surrender of some privacy and speech rights, including the right to speak 
anonymously.   

These tensions are coming to a head with state-based efforts to expand COPPA, which 
ǊŜǉǳƛǊŜǎ άǾŜǊƛŦƛŀōƭŜ ǇŀǊŜƴǘŀƭ ŎƻƴǎŜƴǘέ ōŜŦƻǊŜ ŎŜǊǘŀƛƴ ǎƛǘŜǎ ƻǊ ǎŜǊǾƛŎŜǎ Ƴŀȅ ŎƻƭƭŜŎǘΣ ƻǊ 
enable the sharing of, personal information from children under the age of 13.  Several 
ǇǊƻǇƻǎŜŘ ǎǘŀǘŜ ƭŀǿǎ ǿƻǳƭŘ ŜȄǘŜƴŘ /htt!Ωǎ ǇŀǊŜƴǘŀƭ-consent framework to cover all 
adolescents under 18.  This seemingly small change would require age verification of not 
only adolescents and their parents, butτfor the first timeτlarge numbers of adults, 
thus raising grave First Amendment concerns.  Such broad age verification mandates 
would, ironically, reduce online privacy by requiring more information to be collected 
from both adolescents and adults for age verification purposes, while doing little to 
ƳŀƪŜ ŀŘƻƭŜǎŎŜƴǘǎ ǎŀŦŜǊΦ  Lƴ ǇǊŀŎǘƛŎŀƭ ǘŜǊƳǎΣ ǘƘŜ ƛƴŎǊŜŀǎŜŘ ǎŎŀƭŜ ƻŦ ά/htt! нΦлέ ŜŦŦƻǊǘǎ 
would present significant implementation and enforcement challenges.  Finally, state-
level COPPA 2.0 proposals ǿƻǳƭŘ ƭƛƪŜƭȅ ŎƻƴŦƭƛŎǘ ǿƛǘƘ ǘƘŜ /ƻƴǎǘƛǘǳǘƛƻƴΩǎ /ƻƳƳŜǊŎŜ 
Clause. 

Despite these profound problems, COPPA expansion has great rhetorical appeal and 
seems likely to be at the heart of future child safety debatesτespecially efforts to 
require mandatory age verification.  There are, however, many better ways to protect 
children online than by expanding COPPA beyond its original, limited purpose. 
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I. Introduction 

When the debate about social networking safety first heated up a few years ago, some state 
attorneys general (AGs) and vendors of age verification services implied that the technology 
existedτor could be easily developedτto verify the age of any minor who sought access to an 
interactive website.1  Federal law currently requiresτvia the /ƘƛƭŘǊŜƴΩǎ hƴƭƛƴŜ tǊƛǾŀŎȅ 
Protection Act (COPPA) of 19982τthat child-oriented website operators or service providers 
άhōǘŀƛƴ ǾŜǊƛŦƛŀōƭŜ ǇŀǊŜƴǘŀƭ ŎƻƴǎŜƴǘ ǇǊƛƻǊ ǘƻ ŀƴȅ ŎƻƭƭŜŎǘƛƻƴΣ ǳǎŜΣ ŀƴŘκƻǊ ŘƛǎŎƭƻǎǳre of personal 
information from children [under 13].έ3  But advocates of age verification mandates have 
argued that online child safety would be improved if websitesτǇŀǊǘƛŎǳƭŀǊƭȅ άǎƻŎƛŀƭ ƴŜǘǿƻǊƪƛƴƎ 

                                                      

1.  See, e.g., Emily Steel & Julia Angwin, aȅ{ǇŀŎŜ wŜŎŜƛǾŜǎ aƻǊŜ tǊŜǎǎǳǊŜ ǘƻ [ƛƳƛǘ /ƘƛƭŘǊŜƴΩǎ !ŎŎŜǎǎ ǘƻ {ƛǘŜ, 
Wall Street Journal, June 23, 2006, http://online.wsj.com/public/article/SB115102268445288250-
YRxkt0rTsyyf1QiQf2EPBYSf7iU_20070624.html. 

2. 15 U.S.C. § 6501ς6506. 

3. See 16 C.F.R. § 312.5.  See infra at 6 and note 25 ŦƻǊ ŀ ŘƛǎŎǳǎǎƛƻƴ ƻŦ /htt!Ωǎ ƻǘƘŜǊ ǊŜǉǳƛǊŜƳŜƴǘǎΣ 
ǇŀǊǘƛŎǳƭŀǊƭȅ ǘƘŀǘ /htt! ŀǇǇƭƛŜǎ ƛŦ ŀ ǿŜōǎƛǘŜ Ƙŀǎ άŀŎǘǳŀƭ ƪƴƻǿƭŜŘƎŜέ ǘƘŀǘ ƛǘ ƛǎ ŎƻƭƭŜŎǘƛƴƎ ƛƴŦƻǊƳŀǘƛƻƴ ŦǊƻƳ ŀ ŎƘƛƭŘ 
ŜǾŜƴ ƛŦ ǘƘŜ ǿŜōǎƛǘŜ ƛǎ ƴƻǘ άŘƛǊŜŎǘŜŘ ŀǘέ ŎƘƛƭŘǊŜƴΦ   

http://online.wsj.com/public/article/SB115102268445288250-YRxkt0rTsyyf1QiQf2EPBYSf7iU_20070624.html
http://online.wsj.com/public/article/SB115102268445288250-YRxkt0rTsyyf1QiQf2EPBYSf7iU_20070624.html
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ǎƛǘŜǎέ ƭƛƪŜ aȅ{ǇŀŎŜΣ CŀŎŜōƻƻƪ ŀƴŘ .Ŝōƻτwere required to do more:  screen users by age and 
to limit or ban access by those over, or under, a certain age.  

Today, however, the practical limitations and dangers of age verification mandates have 
become more widely recognized.  Few continue to argue for directly mandating verification of 
the age of minors onlineτor that such verification, in its strictest sense, is even technically 
ŦŜŀǎƛōƭŜΦ  CŜŘŜǊŀƭ ŎƻǳǊǘǎ ƘŀǾŜ ŦƻǳƴŘ ǘƘŀǘ ǘƘŜǊŜ ƛǎ άƴƻ ŜǾƛŘŜƴŎŜ ƻŦ ŀƎŜ ǾŜǊƛŦƛŎŀǘƛƻƴ ǎŜǊǾƛŎŜǎ ƻǊ 
products available on the market to owners of Web sites that actually reliably establish or verify 
the age of Internet users.  Nor is there evidence of such services or products that can effectively 
ǇǊŜǾŜƴǘ ŀŎŎŜǎǎ ǘƻ ²Ŝō ǇŀƎŜǎ ōȅ ŀ ƳƛƴƻǊΦέ4  Few public databases exist that could be referenced 
to conduct such verifications for minors, and most parents do not want the few records that do 
exist about their children (e.g., birth certificates, Social Security numbers, school records) to 
become more easily accessible.5  Indeed, concerns about those records being compromised or 
falling into the wrong hands have led to legal restrictions on their accessibility.6 

There are a host of other concerns about age verification mandates.7  Some of these concerns 
were summarized in a recent report produced by the Internet Safety Technical Task Force, a 
blue ribbon task force assembled in 2008 by state AGs to study this issue:  

Age verification and identity authentication technologies are appealing in concept 
but challenged in terms of effectiveness.  Any system that relies on remote 
verification of information has potential for inaccuracies.  For example, on the user 
side, it is never certain that the person attempting to verify an identity is using their 
ƻǿƴ ŀŎǘǳŀƭ ƛŘŜƴǘƛǘȅ ƻǊ ǎƻƳŜƻƴŜ ŜƭǎŜΩǎΦ  !ƴȅ ǎȅǎǘŜƳ ǘƘŀǘ ǊŜƭƛŜǎ ƻƴ public records has 
a better likelihood of accurately verifying an adult than a minor due to extant 
records.  Any system that focuses on third-party in-person verification would 
require significant political backing and social acceptance.  Additionally, any central 
repository of this type of personal information would raise significant privacy 
concerns and security issues.8 

                                                      

4. ACLU v. Gonzales, 478 F. Supp. 2d 775, 806 (E.D. Pa. 2007) [hereinafter Gonzales]; see infra at 28. 

5.  See Adam Thierer, The Progress & Freedom Foundation, Age Verification Debate Continues; Schools Now 
at Center of Discussion, PFF Blog, Sept. 25, 2008, http://blog.pff.org/archives/2008/09/age_verificatio_1.html. 

6. Various laws and regulations have been implemented that shield such records from public use, including 
various state statutes and the Family Educational Rights and Privacy Act of 1974, 20 U.S.C. § 1232g, 
www.ed.gov/policy/gen/guid/fpco/ferpa/index.html.   

7. For a fuller exploration of these issues, see Adam Thierer, The Progress & Freedom Foundation, Social 
Networking and Age Verification: Many Hard Questions; No Easy Solutions, Progress on Point No. 14.5, Mar. 2007; 
Adam Thierer, The Progress & Freedom Foundation, Statement Regarding the Internet Safety Technical Task 
CƻǊŎŜΩǎ Cƛƴŀƭ wŜǇƻǊǘ ǘƻ ǘƘŜ !ǘǘƻǊƴŜȅǎ DŜƴŜǊŀƭ, Jan. 14, 2008, www.pff.org/issues-pubs/other/ 
090114ISTTFthiererclosingstatement.pdf; Nancy Willard, Why Age and Identity Verification Will Not WorkτAnd is 
a Really Bad Idea, Jan. 26, 2009, www.csriu.org/PDFs/digitalidnot.pdf; Jeff Schmidt, Online Child Safety: A Security 
tǊƻŦŜǎǎƛƻƴŀƭΩǎ ¢ŀƪŜ, The Guardian, Spring 2007, www.jschmidt.org/AgeVerification/Gardian_JSchmidt.pdf. 

8.  Internet Safety Technical Task Force, Enhancing Child Safety & Online Technologies: Final Report of the 
Internet Safety Technical Task Force to the Multi-State Working Group on Social Networking of State Attorneys 

http://blog.pff.org/archives/2008/09/age_verificatio_1.html
http://www.ed.gov/policy/gen/guid/fpco/ferpa/index.html
http://www.pff.org/issues-pubs/other/090114ISTTFthiererclosingstatement.pdf
http://www.pff.org/issues-pubs/other/090114ISTTFthiererclosingstatement.pdf
http://www.csriu.org/PDFs/digitalidnot.pdf
http://www.jschmidt.org/AgeVerification/Gardian_JSchmidt.pdf
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With opposition to strict age verification mandates growing, some regulatory advocates now 
seek to institute such mandates through the ōŀŎƪ ŘƻƻǊ ƻŦ άǇŀǊŜƴǘŀƭ ŎƻƴǎŜƴǘέ mandates in the 
model of COPPA.  {ǳŎƘ ά/htt! нΦлέ ƭegislation has been introduced at the state level that 
would extend the COPPA parental-consent framework to cover all minors between the ages of 
мо ŀƴŘ мт ƛƴŎƭǳǎƛǾŜ όάŀŘƻƭŜǎŎŜƴǘǎέύ.  Some of these bills would also broaden the range of sites 
covered, increase the amount of information required to be ŎƻƭƭŜŎǘŜŘ ǘƻ ŀŎƘƛŜǾŜ άǾŜǊƛŦƛŀōƭŜ 
parental consentέ ƻǊ ƛƳǇƻǎŜ ƻǘƘŜǊ ƳŀƴŘŀǘŜǎ ǎǳŎƘ ŀǎ ǇŀǊŜƴǘŀƭ ŀŎŎŜǎǎΦ   

Two such bills were introduced in 2007, ƛƴ bƻǊǘƘ /ŀǊƻƭƛƴŀ όǿƛǘƘ ǘƘŜ ǎǳǇǇƻǊǘ ƻŦ ǘƘŀǘ ǎǘŀǘŜΩǎ 
Attorney General Roy Cooper)9 and Georgia.10  While these bills were never passed, a similar 
bill is currently pending in Illinois.11  Because the scope of such bills would reach all άsocial 
networking sitesέ that offered certain functionality (e.g., user profiles), rather only those sites 
directed at a particular age bracket (as under COPPA),12 they would extend age verification 
ƳŀƴŘŀǘŜǎ ŦŀǊ ōŜȅƻƴŘ ǎƛǘŜǎ ǘƘŀǘ ƳƛƎƘǘ ōŜ ŎƻƴǎƛŘŜǊŜŘ άŀŘƻƭŜǎŎŜƴǘ-oriŜƴǘŜŘΦέ  Another bill is 
currently pending in New Jersey; like COPPA, this bill would reach only sites directed at 
adolescents, but it might reach a broader range of sites, because its scope is not limited 
ǎǇŜŎƛŦƛŎŀƭƭȅ ǘƻ άǎƻŎƛŀƭ ƴŜǘǿƻǊƪƛƴƎέ functionality.13  The introduction of these bills makes it clear 
that future online identity verification debates will be increasingly tied up with efforts to 
expand the COPPA framework.  These mandates will likely arrive in the form of state-level 
expansions of, or fedeǊŀƭ ŀƳŜƴŘƳŜƴǘǎ ǘƻΣ /htt!Σ ƻǊ ǎǳŎƘ ǇǊƻǇƻǎŀƭǎ ǿƛƭƭ ŀǘ ƭŜŀǎǘ ŎƛǘŜ /htt!Ωǎ 
regulatory framework as precedent.   Yet COPPA 2.0 advocates seem to forget that, back in 
1998, Congress considered, but ultimately rejected, a requirement in the original version of 
COtt! ǘƘŀǘ ƻǇŜǊŀǘƻǊǎ ƳŀƪŜ άǊŜŀǎƻƴŀōƭŜ ŜŦŦƻǊǘǎ ǘƻ ǇǊƻǾƛŘŜ ǘƘŜ ǇŀǊŜƴǘǎ ǿƛǘƘ ƴƻǘƛŎŜ ŀƴŘ ŀƴ 
opportunity to prevent or curtail the collection or use of personal information collected from 
ŎƘƛƭŘǊŜƴ ƻǾŜǊ ǘƘŜ ŀƎŜ ƻŦ мн ŀƴŘ ǳƴŘŜǊ ǘƘŜ ŀƎŜ ƻŦ мтΦέ14  This requirement would have been 
significantly less burdensome than the COPPA 2.0 approaches advanced today, but it was 

                                                                                                                                                                           

General of the United States, Dec. 31, 2008, at 10, http://cyber.law.harvard.edu/pubrelease/isttf [hereinafter ISTTF 
Final Report].  Full disclosure: Adam Thierer was a member of this task force. 

9. S.B. 132, 2007 Gen. Assem., Reg. Sess. § 8 (N.C. 2007), available at 
www.ncga.state.nc.us/Sessions/2007/Bills/Senate/HTML/S132v3.html; see also Roy Cooper, Protecting Children 
from Sexual Predators: SB 132, July 24, 2007, 
www.ncdoj.com/DocumentStreamerClient?directory=WhatsNew/&file=S132%20Summary%20final.pdf; see also 
Adam Thierer, The Progress & Freedom Foundation, Age Verification Showdown in North Carolina, PFF Blog, July 
26, 2007, http://blog.pff.org/archives/2007/07/age_verificatio.html. 

10.  S.B. 59, Gen. Assem., 2007-2008 Leg. Sess. (Ga. 2007), available at 
www.legis.ga.gov/legis/2007_08/fulltext/sb59.htm. 

11.  H.B. 1312, 96th Gen. Assem., Synopsis as Introduced (Il. 2007) [hereinafter SNWARA], available at 
www.ilga.gov/legislation/billstatus.asp?DocNum=1312&GAID=10&GA=96&DocTypeID=HB&LegID=43038&SessionI
D=76.   

12. See infra note 22 ŀƴŘ ŀǎǎƻŎƛŀǘŜŘ ǘŜȄǘ όƴƻǘƛƴƎ ǘƘŀǘ ǘƘŀǘ /htt! ŀƭǎƻ ŀǇǇƭƛŜǎ ƛƴ ŎŀǎŜǎ ƻŦ άŀŎǘǳŀƭ ƪƴƻǿƭŜŘƎŜΣέ 
ŜǾŜƴ ƛŦ ŀ ǎƛǘŜ ƛǎ ƴƻǘ άŘƛǊŜŎǘŜŘ ŀǘέ ŎƘƛƭŘǊŜƴύΤ see also infra Section V.A (discussing ǘƘŜ ƳŜŀƴƛƴƎ ƻŦ άdirected atέ). 

13. A.B. 108, Gen. Assem., 213th Leg. Sess. (N.J. 2008) [hereinafter AOPPA], available at 
www.njleg.state.nj.us/2008/Bills/A0500/108_I1.HTM.   

14. /ƘƛƭŘǊŜƴΩǎ hƴƭƛƴŜ tǊƛǾŀŎȅ tǊƻǘŜŎǘƛƻƴ !ŎǘΣ S. 2326, 105
th

 Cong. § 3(a)(2)(iii) (1998). 

http://cyber.law.harvard.edu/pubrelease/isttf
http://www.ncga.state.nc.us/Sessions/2007/Bills/Senate/HTML/S132v3.html
http://www.ncdoj.com/DocumentStreamerClient?directory=WhatsNew/&file=S132%20Summary%20final.pdf
http://blog.pff.org/archives/2007/07/age_verificatio.html
http://www.legis.ga.gov/legis/2007_08/fulltext/sb59.htm
http://www.ilga.gov/legislation/billstatus.asp?DocNum=1312&GAID=10&GA=96&DocTypeID=HB&LegID=43038&SessionID=76
http://www.ilga.gov/legislation/billstatus.asp?DocNum=1312&GAID=10&GA=96&DocTypeID=HB&LegID=43038&SessionID=76
http://www.njleg.state.nj.us/2008/Bills/A0500/108_I1.HTM
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stricken from the final version of COPPA after likely constitutional and practical problems were 
identified.15   

¢ƻŘŀȅΩǎ /htt! нΦл ōƛƭƭǎ ŀǊŜ ŦǊŀǳƎƘǘ ǿƛǘƘ ŜǾen greater legal, technical, and other practical 
problems in that they would: 

 Burden the free speech rights of adults by imposing age verification mandates on many 
sites used by adults, thus restricting anonymous speech and essentially convergingτin 
terms of practical consequencesτǿƛǘƘ ǘƘŜ ǳƴŎƻƴǎǘƛǘǳǘƛƻƴŀƭ /ƘƛƭŘǊŜƴΩǎ hƴƭƛƴŜ tǊƻǘŜŎǘƛƻƴ 
Act (COPA),16 another 1998 law sometimes confused with COPPA; 

 Burden the free speech rights of adolescents to speak freely onτor gather information 
fromτlegal and socially beneficial websites; 

 Hamper routine and socially beneficial communication between adolescents and adults; 

 Reduce, rather than enhance, the privacy of adolescents, parents and other adults 
because of the massive volume of personal information that would have to be collected 
about users for authentication purposes (likely including credit card data); 

 Would likely be the subject of massive fraud or evasion since it is not always possible to 
definitively verify the parent-child relationship, or because the system cƻǳƭŘ ōŜ άƎŀƳŜŘέ 
in other ways by determined adolescents; 

 Do nothing to prevent offshore sites and services from operating outside these rules; 

 Present major practical challenges for law enforcement officials in the face of such 
evasion by both domestic users and offshore sites;  

 Could destroy opportunities for new or smaller website operators to break into the 
market and offer competing services and innovations, thus contributing to consolidation 
of online content and services by erecting barriers to entry; and 

 Violate the Commerce Clause of the U.S. Constitution, since Internet activity clearly 
represents interstate commerce that states have no authority to regulate. 

 

There are better approaches to protect adolescents that do not implicate the serious legal and 
societal issues raised by COPPA 2.0 efforts.17  Attempts to expand COPPA to cover adolescents 
are thus unnecessary and misguided and should be rejected at both the state and federal levels.  

                                                      

15. Testimony of Deirdre Mulligan, Staff Counsel, Center for Democracy and Technology, before the Senate 
Committee on Commerce, Science and Transportation Subcommittee on Communications, Sept. 23, 1998, 
available at www.cdt.org/testimony/980923mulligan.shtml [hereinafter Mulligan Testimony]. 

16. 47 U.S.C. § 231.  While COPPA gƻǾŜǊƴǎ ǎƛǘŜǎ άŘƛǊŜŎǘŜŘ ŀǘέ ŎƘƛƭŘǊŜƴΣ /ht! ǿƻǳƭŘ ƘŀǾŜ ǊŜǉǳƛǊŜŘ ŀƎŜ 
ǾŜǊƛŦƛŎŀǘƛƻƴ ŦƻǊ ŎƻƴǘŜƴǘ ŘŜŜƳŜŘ άƘŀǊƳŦǳƭ ǘƻ ƳƛƴƻǊǎΦέ  /ht! Ƙŀǎ ōŜŜƴ ǎǘǊǳŎƪ Řƻǿƴ ƻƴ CƛǊǎǘ !ƳŜƴŘƳŜƴǘ ƎǊƻǳƴŘǎΦ  
See infra at Section VI. 

17.  See generally Adam Thierer, The Progress & Freedom Foundation, Parental Controls and Online Child 
Protection: A Survey of Tools and Methods, Special Report, Version 3.1, Fall 2008, 
www.pff.org/parentalcontrols/index.html (cataloguing the tools and methods available to parents to control their 
ƪƛŘǎΩ LƴǘŜǊƴŜǘ ǳǎŜύΦ 

http://www.cdt.org/testimony/980923mulligan.shtml
http://www.pff.org/parentalcontrols/index.html
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The FTC should consider carefully the limitations of COPPA and 
the pitfalls of COPPA 2.0 as the agency prepares to begin an 
expedited review of COPPA (five years ahead of schedule).18   

Before examining in greater detail the problems posed by 
COPPA 2.0 proposals (Sections IV-VIII), we review how COPPA 
1.0 currently works (Section II) and what it achieves (Section 
III). 

II. Current Implementation of COPPA 

COPPA generally requires that commercial operators of 
ǿŜōǎƛǘŜǎ ŀƴŘ ǎŜǊǾƛŎŜǎ ƻōǘŀƛƴ άǾŜǊƛŦƛŀōƭŜ ǇŀǊŜƴǘŀƭ ŎƻƴǎŜƴǘέ 
ōŜŦƻǊŜ ŎƻƭƭŜŎǘƛƴƎΣ ŘƛǎŎƭƻǎƛƴƎ ƻǊ ǳǎƛƴƎ άǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴέ 
(e.g., name, contact information)19 about children under 1320 
ƛŦ ŜƛǘƘŜǊ όƛύ ǘƘŜƛǊ ǿŜōǎƛǘŜ ƻǊ ǎŜǊǾƛŎŜ όƻǊ άǇƻǊǘƛƻƴ ǘƘŜǊŜƻŦέύ ƛǎ 
άŘƛǊŜŎǘŜŘ ŀǘ ŎƘƛƭŘǊŜƴέ21 or (ii) they have actual knowledge that 
they are collecting personal information from a child.22  Even if 
ǎƛǘŜǎ ŀƴŘ ǎŜǊǾƛŎŜǎ ǘƘŀǘ ŎƻƭƭŜŎǘ ǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴ όάtL-
ŎƻƭƭŜŎǘƛƴƎ ǎƛǘŜǎέ23ύ ŀǊŜ ƴƻǘ άŘƛǊŜŎǘŜŘ ŀǘέ ŎƘƛƭŘǊŜƴΣ ǘƘŜȅ Ƴǳǎǘ 

                                                      

18. Howard Buskirk & Yu-Ting Wang, C¢/ ǘƻ 9ȄǇŜŘƛǘŜ wŜǾƛŜǿ ƻŦ /ƘƛƭŘǊŜƴΩǎ hƴƭƛƴŜ tǊƛǾŀŎȅ tǊƻǘŜŎǘƛƻƴ wǳƭŜ, 
Communications Daily, April 23, 2009, at 5-7. 

19. The FTC Ƙŀǎ ŘŜŦƛƴŜŘ άǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴέ ǘƻ ƛƴŎƭǳŘŜΥ  

(a) A first and last name;  (b) A home or other physical address including street name and name of a 
city or town;  (c) An e-mail address or other online contact information, including but not limited to 
an ƛƴǎǘŀƴǘ ƳŜǎǎŀƎƛƴƎ ǳǎŜǊ LŘŜƴǘƛŦƛŜǊΣ ƻǊ ŀ ǎŎǊŜŜƴ ƴŀƳŜ ǘƘŀǘ ǊŜǾŜŀƭǎ ŀƴ ƛƴŘƛǾƛŘǳŀƭΩǎ Ŝ-mail address; (d) 
A telephone number; (e) A Social Security number; (f) A persistent identifier, such as a customer 
number held in a cookie or a processor serial number, where such identifier is associated with 
individually identifiable information; or a combination of a last name or photograph of the individual 
with other information such that the combination permits physical or online contacting; or (g) 
Information concerning the child or the parents of that child that the operator collects online from 
the child and combines with an identifier described.  

16 C.F.R. § 312.2. 

20. ¢ƘŜ ǿƻǊŘ άŎƘƛƭŘέ ƛǎ ǎƻƳŜǘƛƳŜǎ ǳǎŜŘ ƛƴǘŜǊŎƘŀƴƎŜŀōƭȅ ǿƛǘƘ ǘƘŜ ƭŜƎŀƭ ǘŜǊƳ άƳƛƴƻǊέ όǎƻƳŜƻƴŜ ǳƴŘŜǊ муύ ƛn 
federal law.  See, e.g., 18 U.S.C. § ннрсόмύ όŘŜŦƛƴƛƴƎ άƳƛƴƻǊέ ŀǎ άŀƴȅ ǇŜǊǎƻƴ ǳƴŘŜǊ ǘƘŜ ŀƎŜ ƻŦ ŜƛƎƘǘŜŜƴ ȅŜŀǊǎέύ ŀƴŘ 
18 U.S.C. § ннрсόуύ όŘŜŦƛƴƛƴƎ άŎƘƛƭŘ ǇƻǊƴƻƎǊŀǇƘȅέ ŀǎ άŀƴȅ Ǿƛǎǳŀƭ ŘŜǇƛŎǘƛƻƴΧ ƻŦ ǎŜȄǳŀƭƭȅ ŜȄǇƭƛŎƛǘ ŎƻƴŘǳŎǘ ώƛƴǾƻƭǾƛƴƎ ŀ 
ƳƛƴƻǊϐέύΦ  Lƴ ŎƻƳƳƻƴ ǎǇŜŜŎƘΣ ǘƘŜ ǘŜǊƳ άŎƘƛƭŘέ ƛǎ ƻŦǘŜƴ ǳǎŜŘ ǘƻ ƳŜŀƴ άŀ ǎƻƴ ƻǊ ŘŀǳƎƘǘŜǊ ƻŦ ŀƴȅ ŀƎŜΦέ  
5ƛŎǘƛƻƴŀǊȅΦŎƻƳΣ άŎƘƛƭŘΣέ aŜǊǊƛŀƳ-²ŜōǎǘŜǊΩǎ 5ƛŎǘƛƻƴŀǊȅ ƻŦ [ŀǿΣ dictionary.reference.com/browse/child.  By 
contrast, Chtt! ŘŜŦƛƴŜǎ άŎƘƛƭŘέ ŀǎ ŀ ǎǳōǎŜǘ ƻŦ άƳƛƴƻǊΦέ  /htt! нΦл ōƛƭƭǎ ǿƻǳƭŘ ŀǇǇƭȅ ǘƻ ƻƭŘŜǊ ƳƛƴƻǊǎ ƴƻǘ ŎǳǊǊŜƴǘƭȅ 
ǎǳōƧŜŎǘ ǘƻ /htt!Σ ƎŜƴŜǊŀƭƭȅ ǊŜŦŜǊǊŜŘ ǘƻ ŀǎ άŀŘƻƭŜǎŎŜƴǘǎΦέ 

21. мс /ΦCΦwΦ Ϡ омнΦн όŘŜŦƛƴƛǘƛƻƴ ƻŦ ά²ŜōǎƛǘŜ ƻǊ ƻƴƭƛƴŜ ǎŜǊǾƛŎŜ ŘƛǊŜŎǘŜŘ ǘƻ ŎƘƛƭŘǊŜƴέύΤ see infra at 22-24 
όŘƛǎŎǳǎǎƛƴƎ ǘƘŜ C¢/Ωǎ ŎǊƛǘŜǊƛŀ ŦƻǊ ŘŜŎƛŘƛƴƎ ǿƘŀǘ ŎƻƴǎǘƛǘǳǘŜǎ ŀ ǎƛǘŜ άŘƛǊŜŎǘŜŘ ǘƻέ ŎƘƛƭŘǊŜƴύΦ   

22. See 16 C.F.R. § 312.3; see also мс /ΦCΦwΦ Ϡ омнΦн όŘŜŦƛƴƛǘƛƻƴ ƻŦ ά²ŜōǎƛǘŜ ƻǊ ƻƴƭƛƴŜ ǎŜrvice directed to 
ŎƘƛƭŘǊŜƴέύΦ 

23. ²Ŝ ǳǎŜ ǘƘŜ ǘŜǊƳ άtL-ŎƻƭƭŜŎǘƛƴƎ ǎƛǘŜǎέ ǘƻ ǊŜŦŜǊ ǘƻ ōƻǘƘ ǎƛǘŜǎ ŀƴŘ ǎŜǊǾƛŎŜǎ ƻƴƭȅ ŦƻǊ ƭŀŎƪ ƻŦ ŀ ŎƭŜŀǊŜǊ ŎŀǘŎƘ-all. 

Terminology 

άAdultέ ς Anyone 18 and over 

άMinorέ ς Anyone under 18 

άChildέ ς Anyone under 13 

άAdolescentέ ς Anyone 13 or over but 
less than 18 

άKidέ ς Because of the specific meaning 
ƻŦ άŎƘƛƭŘέ ǳƴŘŜǊ /htt!Σ ǿŜ ƘŀǾŜ ǳǎŜŘ 
άƪƛŘέ ƛƴǎǘŜŀŘ ƻŦ άŎƘƛƭŘέ ǿƘŜƴ ŘƛǎŎǳǎǎing 
interaction with parents and as a 
colloquial catch-all where appropriate.   

άPI-collecting siteέ ς Any site that 
ŎƻƭƭŜŎǘǎ ǿƘŀǘ /htt! ŎƻƴǎƛŘŜǊǎ άǇŜǊǎƻƴŀƭ 
ƛƴŦƻǊƳŀǘƛƻƴΣέ ǿƘƛŎƘ ƛƴŎƭǳŘŜǎ ŎƻƴǘŀŎǘ 
information.  

άSocial networking siteέ ς A generic 
term for a PI-collecting site focused on 
user profiles and connections among 
users.   Some legislative proposals use 
this term to refer to sites with specific 
functionality. 

http://dictionary.reference.com/browse/child
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still have such a process in place to deal with cases in which a child has disclosed that they are 
ǳƴŘŜǊ моΦ  ¢ƘŜ C¢/ Ƙŀǎ ŘŜŦƛƴŜŘ /htt!Ωǎ ǎŎƻǇŜ ǎƻ ōǊƻŀŘƭȅ ǘƘŀǘ it could apply even to virtual 
worlds and multiplayer online games (e.g., Second Life, World of Warcraft).24  COPPA also 
requires certain notices about information collection, parental access to information collected 
about children, reasonable data security procedures, and restrictions on the collection of 
personal information through games and prizes.25 

A. The DifficulǘƛŜǎ ƛƴ hōǘŀƛƴƛƴƎ ά±ŜǊƛŦƛŀōƭŜ tŀǊŜƴǘŀƭ /ƻƴǎŜƴǘέ 

In drafting the regulations that implemented COPPA όǘƘŜ ά/htt! wǳƭŜέύ,26 the Federal Trade 
/ƻƳƳƛǎǎƛƻƴ όC¢/ύ ƛƴ мффф ŀŘƻǇǘŜŘ ŀ άǎƭƛŘƛƴƎ ǎŎŀƭŜέ ŀǇǇǊƻŀŎƘ ǘƻ ƻōǘŀƛƴƛƴƎ ǇŀǊŜƴǘŀƭ ŎƻƴǎŜƴǘΦ27  
This approach allows operators of PI-collecting sites to use a mix of methods to comply with the 
law, including print-and-fax forms, follow-up phone calls and e-mails, credit card authorizations 
and using encryption certificates.28  ¢ƘŜ C¢/ Ƙŀǎ ŀƭǎƻ ŀǳǘƘƻǊƛȊŜŘ ŦƻǳǊ άǎŀŦŜ ƘŀǊōƻǊέ ǇǊograms 
operated by private companies that help website operators comply with COPPA.29  

                                                      

24. As the FTC has explained: 

COPPA applies to personal information collected online by websites and online services located on 
ǘƘŜ LƴǘŜǊƴŜǘΦ ¢ƘŜ wǳƭŜ ŘŜŦƛƴŜǎ άLƴǘŜǊƴŜǘέ ǘƻ ƳŜŀƴ ǘƘŜ ƳȅǊƛŀŘ ƻŦ ŎƻƳǇǳǘŜǊ ŀƴŘ ǘŜƭŜŎƻƳƳǳƴƛŎŀǘƛƻƴǎ 
facilities that make up the world-wide networks that employ the Transmission Control 
Protocol/Internet Protocol (TCP/IP), or any predecessor or successor protocols used to communicate 
information of all kinds by wire, radio, or other methods of transmission. See 16 C.F.R. § 312.2 
όŘŜŦƛƴƛǘƛƻƴ ƻŦ άLƴǘŜǊƴŜǘέύΦ ¢ƘŜ wǳƭŜΩǎ {ǘŀǘŜƳŜƴǘ ƻŦ .ŀǎƛǎ ŀƴŘ tǳǊǇƻǎŜ ƳŀƪŜǎ ŎƭŜŀǊ ǘƘŀǘ ǘƘŜ ǘŜǊƳ 
Internet is intended to apply to broadband networks, as well as to intranets maintained by online 
services that either are accessible via the Internet, or that have gateways to the Internet.  

Federal Trade Commission, Frequently Asked Questions about the Children's Online Privacy Protection Rule 
[hereinafter COPPA FAQϐΣ vǳŜǎǘƛƻƴ с όά²Ƙŀǘ ǘȅǇŜǎ ƻŦ ƻƴƭƛƴŜ ǘǊŀƴǎƳƛǎǎƛƻƴǎ ŘƻŜǎ /htt! ŀǇǇƭȅ ǘƻΚέύΣ 
www.ftc.gov/privacy/coppafaqs.shtm. 

25. Operators of PI-collecting sites must:  

Provide notice on the website or online service of what information it collects from children, how it 
ǳǎŜǎ ǎǳŎƘ ƛƴŦƻǊƳŀǘƛƻƴΣ ŀƴŘ ƛǘǎ ŘƛǎŎƭƻǎǳǊŜ ǇǊŀŎǘƛŎŜǎ ŦƻǊ ǎǳŎƘ ƛƴŦƻǊƳŀǘƛƻƴΤ Χ όŎύ tǊƻǾƛŘŜ ŀ ǊŜŀǎƻƴŀōƭŜ 
means for a parent to review the personal information collected from a child and to refuse to permit 
ƛǘǎ ŦǳǊǘƘŜǊ ǳǎŜ ƻǊ ƳŀƛƴǘŜƴŀƴŎŜΤ όŘύ bƻǘ ŎƻƴŘƛǘƛƻƴ ŀ ŎƘƛƭŘΩǎ ǇŀǊǘƛŎƛǇŀǘƛƻƴ ƛƴ ŀ ƎŀƳŜΣ ǘƘŜ ƻŦŦŜǊƛƴƎ ƻŦ ŀ 
prize, or another activity on the child disclosing more personal information than is reasonably 
necessary to participate in such activity; and (e) Establish and maintain reasonable procedures to 
protect the confidentiality, security, and integrity of personal information collected from children.   

16 C.F.R. § 312.3 (internal cross-references omitted). 

26. 16 C.F.R. Part 312Φ  ²Ŝ ǳǎŜ ά/htt! wǳƭŜέ ǿƘŜƴ ǊŜŦŜǊǊƛƴƎ ǎǇŜŎƛŦƛŎŀƭƭȅ ǘƻ ǘƘŜ C¢/Ωǎ ƛƳǇƭŜƳŜƴǘƛƴƎ 
ǊŜƎǳƭŀǘƛƻƴǎΣ ōǳǘ ǳǎŜ ά/htt!έ ōƻǘƘ ǘƻ ǊŜŦŜǊ ǘƻ ǘƘŜ ǎǘŀǘǳǘŜ ƛǘǎŜƭŦ ŀƴŘ ǘƻ ǘƘŜ ǎŎƘŜƳŜ ƎŜƴŜǊŀƭƭȅ ǿƘŜǊŜ ŀǇǇǊƻǇǊƛŀǘŜΦ 

27. See Federal Trade Commission, How to Comply with The ChiƭŘǊŜƴΩǎ hƴƭƛƴŜ tǊƛǾŀŎȅ tǊƻǘŜŎǘƛƻƴ wǳƭŜ, Nov. 
1999, www.ftc.gov/bcp/edu/pubs/business/idtheft/bus45.shtm.  

28. 16 C.F.R. § 312.5(b)(2).  See generally /ƘƛƭŘǊŜƴΩǎ hƴƭƛƴŜ tǊƛǾŀŎȅ tǊƻǘŜŎǘion Rule, 64 Fed. Reg. 59,888 (Nov. 
3, 1999), available at www.ftc.gov/os/1999/10/64fr59888.pdf [hereinafter 1999 COPPA Order]; see also COPPA 
FAQ supra note 24, Questiƻƴ он όάIƻǿ Řƻ L ƎŜǘ ǇŀǊŜƴǘŀƭ ŎƻƴǎŜƴǘΚέύΦ 

29.  ¢ƘŜ ŦƻǳǊ ǎŀŦŜ ƘŀǊōƻǊ ǇǊƻƎǊŀƳǎ ŀǊŜ ŀŘƳƛƴƛǎǘŜǊŜŘ ōȅ ǘƘŜ /ƘƛƭŘǊŜƴΩǎ !ŘǾŜǊǘƛǎƛƴƎ wŜǾƛŜǿ ¦ƴƛǘ ƻŦ ǘƘŜ /ƻǳƴŎƛƭ 
of Better Business Bureaus (CARU); the Entertainment Software Rating Board (ESRB); TRUSTe; and Privo.  See 
Federal Trade Commission, Safe Harbor Program, www.ftc.gov/privacy/privacyinitiatives/childrens_shp.html. 

http://www.ftc.gov/privacy/coppafaqs.shtm
http://www.ftc.gov/bcp/edu/pubs/business/idtheft/bus45.shtm
http://www.ftc.gov/os/1999/10/64fr59888.pdf
http://www.ftc.gov/privacy/privacyinitiatives/childrens_shp.html
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In a February 2007 report to Congress about the status of the law and its enforcement, the FTC 
ǎŀƛŘ ǘƘŀǘ ƴƻ ŎƘŀƴƎŜǎ ǘƻ /htt! ǿŜǊŜ ǘƘŜƴ ƴŜŎŜǎǎŀǊȅ ōŜŎŀǳǎŜ ǘƘŜ ƭŀǿ ƘŀŘ άōŜŜƴ effective in 
ƘŜƭǇƛƴƎ ǘƻ ǇǊƻǘŜŎǘ ǘƘŜ ǇǊƛǾŀŎȅ ŀƴŘ ǎŀŦŜǘȅ ƻŦ ȅƻǳƴƎ ŎƘƛƭŘǊŜƴ ƻƴƭƛƴŜΦέ30  In discussing the 
ŜŦŦŜŎǘƛǾŜƴŜǎǎ ƻŦ ǘƘŜ ǇŀǊŜƴǘŀƭ ŎƻƴǎŜƴǘ ǾŜǊƛŦƛŎŀǘƛƻƴ ƳŜǘƘƻŘǎ ŀǳǘƘƻǊƛȊŜŘ ƛƴ ǘƘŜ C¢/Ωǎ ǎƭƛŘƛƴƎ ǎŎŀƭŜ 
ŀǇǇǊƻŀŎƘΣ ƘƻǿŜǾŜǊΣ ǘƘŜ ŀƎŜƴŎȅ ŀŎƪƴƻǿƭŜŘƎŜŘ ǘƘŀǘ άƴƻƴŜ ƻŦ ǘƘŜǎŜ ƳŜŎƘŀƴƛǎƳǎ ƛǎ ŦƻƻƭǇǊƻƻŦΦέ31  
The FTC attempts to distinguish these parental consent verification methods from other kinds 
ƻŦ ŀƎŜ ǾŜǊƛŦƛŎŀǘƛƻƴ ǘƻƻƭǎ ƛƴ ƴƻǘƛƴƎ ǘƘŀǘ άŀƎŜ ǾŜǊƛŦƛŎŀǘƛƻƴ ǘŜŎƘƴƻƭƻƎƛŜǎ ƘŀǾŜ ƴƻǘ ƪŜǇǘ ǇŀŎŜ ǿƛǘƘ 
other developments, and are not currently available as a substitute for other screening 
ƳŜŎƘŀƴƛǎƳǎΦέ32  This makes it clear that the FTC does not regard the methods the agency has 
prescribed for obtaining parental consent under COPPA as equivalent to strict age verification.   

Although credit cards may seem the most robust tool for verifying parental consent (essentially, 
age verifying the parent), federal courts have found, in rejecting the constitutionality of COPA, 
ǘƘŀǘΣ άǇŀȅƳŜƴǘ ŎŀǊŘǎ Ŏŀƴƴƻǘ ōŜ ǳǎŜŘ ǘƻ ǾŜǊƛŦȅ ŀƎŜ ōŜŎŀǳǎŜ ƳƛƴƻǊǎ ǳƴŘŜǊ м7 have access to 
ŎǊŜŘƛǘ ŎŀǊŘǎΣ ŘŜōƛǘ ŎŀǊŘǎΣ ŀƴŘ ǊŜƭƻŀŘŀōƭŜ ǇǊŜǇŀƛŘ ŎŀǊŘǎέ ŀƴŘΣ ŀƭǘƘƻǳƎƘ άǇŀȅƳŜƴǘ ŎŀǊŘ ƛǎǎǳŜǊǎ 
usually will not issue credit and debit cards directly to minors without their parent's consent 
because of the financial risks associated with minƻǊǎΧ ǘƘŜǊŜ ŀǊŜ Ƴŀƴȅ ƻǘƘŜǊ ǿŀȅǎ ƛƴ ǿƘƛŎƘ ŀ 
ƳƛƴƻǊ Ƴŀȅ ƻōǘŀƛƴ ŀƴŘ ǳǎŜ ǇŀȅƳŜƴǘ ŎŀǊŘǎΦέ33 

B. ά/ƻƭƭŜŎǘƛƻƴέΥ ²ƘŜƴ tŀǊŜƴǘŀƭ /ƻƴǎŜƴǘ ƛǎ wŜǉǳƛǊŜŘ 

/htt! ǊŜǉǳƛǊŜǎ ǘƘŀǘ ƻǇŜǊŀǘƻǊǎ ƻōǘŀƛƴ ǾŜǊƛŦƛŀōƭŜ ǇŀǊŜƴǘŀƭ ŎƻƴǎŜƴǘ άōŜŦƻǊŜ ŀƴȅ ŎƻƭƭŜŎǘƛƻƴΣ ǳǎŜΣ 
and/or disclosure of personal ƛƴŦƻǊƳŀǘƛƻƴ ŦǊƻƳ ŎƘƛƭŘǊŜƴέτŀǎ ǿŜƭƭ ŀǎ ŦƻǊ άŀƴȅ ƳŀǘŜǊƛŀƭ ŎƘŀƴƎŜ 
in the collection, use, and/or disclosure practices to which the parent has previously 
ŎƻƴǎŜƴǘŜŘΣέ34 subject to certain narrow exceptions.35  Understanding how the COPPA Rule 
currently works and the pitfalls of COPPA expansion requires examining the three-pronged 
ŘŜŦƛƴƛǘƛƻƴ ƻŦ άŎƻƭƭŜŎǘƛƻƴέ ŎǊŜŀǘŜŘ ōȅ ǘƘŜ C¢/Σ ǿƘƛŎƘ /htt! ƛǘǎŜƭŦ ƭŜŦǘ ǳƴŘŜŦƛƴŜŘΦ36   

                                                      

30.  Federal Trade Commission, LƳǇƭŜƳŜƴǘƛƴƎ ǘƘŜ /ƘƛƭŘǊŜƴΩǎ hƴƭƛƴŜ tǊƛǾŀcy Protection Act: A Report to 
Congress at 1, Feb. 2007, www.ftc.gov/reports/coppa/07COPPA_Report_to_Congress.pdf [hereinafter 2007 
COPPA Implementation Report]. 

31.  Id. at 13. 

32.  Id. at 12. 

33. Gonzales, 478 F. Supp. 2d at 801.  COPA would have prohibited the online dissemination of material 
deemed harmful to minors under 17 for commercial purposes, 47 U.S.C. § 231(a)(1), subject to a safe harbor for 
ǎƛǘŜǎ ǘƘŀǘ ƳŀŘŜ ŀ άƎƻƻŘ ŦŀƛǘƘέ ŜŦŦƻǊǘ ǘƻ ǊŜǎǘǊƛŎǘ ŀŎŎŜǎǎ ōȅ ƳƛƴƻǊǎΥ άό!ύ ōȅ ǊŜǉǳƛǊƛƴƎ ǳǎŜ ƻŦ ŀ ŎǊŜŘƛǘ ŎŀǊŘΣ ŘŜōƛǘ 
account, adult access code, or adult personal identification number; (B) by accepting a digital certificate that 
verifies age; or (C) by any other reasonable measures that ŀǊŜ ŦŜŀǎƛōƭŜ ǳƴŘŜǊ ŀǾŀƛƭŀōƭŜ ǘŜŎƘƴƻƭƻƎȅΣέ пт ¦Φ{Φ/Φ Ϡ 
231(c)(1). 

34. 16 C.F.R. § 312.5(a). 

35. 16 C.F.R. § 312.5(c). 

36. ¢ƘŜ C¢/ Ƙŀǎ ǇǊƻǾƛŘŜŘ ǘƘǊŜŜ ŘŜŦƛƴƛǘƛƻƴǎ ƻŦ άŎƻƭƭŜŎǘƛƻƴέΥ  

the gathering of any personal information from a child by any means, including but not limited to: (a) 
Requesting that children submit personal information online; (b) Enabling children to make personal 
information publicly available through a chat room, message board, or other means, except where 
the operator deletes all individually identifiable information from postings by children before they 

http://www.ftc.gov/reports/coppa/07COPPA_Report_to_Congress.pdf
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1. Requests from Sites 

Most obviously, the COPPA Rule ŎƻƴǎƛŘŜǊǎ άŎƻƭƭŜŎǘƛƻƴέ ǘƻ ƻŎŎǳǊ ŜŀŎƘ ǘƛƳŜ ŀ tL-collecting site 
ǊŜǉǳŜǎǘǎ άǘƘŀǘ ŎƘƛƭŘǊŜƴ ǎǳōƳƛǘ ǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴ ƻƴƭƛƴŜΦέ37  This requirement generally 
minimizes the amount of data collected from children and ensures that parents control the 
collection of information from their children.   

2. Enabling Sharing of Personal Information 

Less intuitively, the COPPA Rule ŎƻƴǎƛŘŜǊǎ άŎƻƭƭŜŎǘƛƻƴέ ǘƻ ƻŎŎǳǊ ǿƘŜƴ ŀ tL-collecting site merely 
άŜƴŀōƭώŜǎϐ ŎƘƛƭŘǊŜƴ ǘƻ ƳŀƪŜ ǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴ ǇǳōƭƛŎƭȅ ŀǾŀƛƭŀōƭŜΧ except where the operator 
deletes all individually identifiable information from postings by children before they are made 
ǇǳōƭƛŎΣ ŀƴŘ ŀƭǎƻ ŘŜƭŜǘŜǎ ǎǳŎƘ ƛƴŦƻǊƳŀǘƛƻƴ ŦǊƻƳ ǘƘŜ ƻǇŜǊŀǘƻǊΩǎ ǊŜŎƻǊŘǎΦέ38   

¦ƴƭƛƪŜ ǘƘŜ ŦƛǊǎǘ ǇǊƻƴƎ ƻŦ άŎƻƭƭŜŎǘƛƻƴΣέ ŎƻƴǎŜƴǘ ƛǎ ƴƻǘ ǊŜǉǳƛǊŜŘ ŜŀŎƘ ǘƛƳŜ ŀ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎ ǘƻƻƭ 
ƛǎ ǳǎŜŘ ǘƻ άƳŀƪŜ ǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴ ǇǳōƭƛŎƭȅ ŀǾŀƛƭŀōƭŜέΣ ōǳǘ ƳŜǊŜƭȅ ŦƻǊ ǘƘŜ ŎƘƛƭŘ ǘƻ Ǝŀƛƴ 
access to the tool (e.g., upon creation of a user account).  Thus, the FTC intends to make 
parents gatekeepers over which sites their children join or participate in, rather than to give 
parents a veto right over every instance in which a child wants to share personal information 
(e.g.Σ ōȅ ǇƻǎǘƛƴƎ ƛǘ ǘƻ ǘƘŜƛǊ ǇǊƻŦƛƭŜ ƻǊ άǿŀƭƭέ ƻƴ ŀ ǎƻŎƛŀƭ ƴŜǘǿƻǊƪƛƴƎ ǎƛǘŜύΦ  DƛǾŜƴ ǘƘŜ ŘŜƎǊŜŜ ƻŦ 
interactivity on social networking sites, it is difficult to imagine how so granular a veto 
requirement could be feasibly implemented if COPPA were expanded. 

²Ƙŀǘ ƛǘ ƳŜŀƴǎ ǘƻ ƳŀƪŜ ƛƴŦƻǊƳŀǘƛƻƴ άǇǳōƭƛŎƭȅ ŀǾŀƛƭŀōƭŜέ ƛǎ ǳƴŎƭŜŀǊΦ  /htt! ŎƭŜŀǊƭȅ ǊŜǉǳƛǊŜǎ 
consent before granting a child access to a site that would allow the chƛƭŘ ǘƻ άōǊƻŀŘŎŀǎǘέ 
personal information, such as by posting their name, photo, contact information, etc. such that 
ǘƘŜ άǇǳōƭƛŎέ Ŏŀƴ ŀŎŎŜǎǎ ǘƘŀǘ ƛƴŦƻǊƳŀǘƛƻƴΣ ǿƘŜǘƘŜǊ ǘƘŀǘ ƳŜŀƴǎ ǇƻǎǘƛƴƎ ƛƴŦƻǊƳŀǘƛƻƴ ǘƻ ŀ ǎƻŎƛŀƭ 
ƴŜǘǿƻǊƪƛƴƎ ǇǊƻŦƛƭŜΣ ƻƴ ŀ ǿŜōǎƛǘŜΣ ƻǊ ƛƴ ŀ άǇǳōƭƛŎέ ŎƘŀǘ ǊƻƻƳ ƻǊ ƳŜǎǎŀƎŜ ōƻŀǊŘ όǘƘŜ ƭŀǘǘŜǊ ǘǿƻ 
being the specific examples cited in COPPA and the COPPA Rule).39  But does COPPA apply to 
communications that are not intended to be public?  Would COPPA apply to a site that only 
ŀƭƭƻǿŜŘ ǳǎŜǊǎ ǘƻ ǎŜƴŘ άǇǊƛǾŀǘŜέ ƳŜǎǎŀƎŜǎ ǘƻ ŜŀŎƘ ƻǘƘŜǊΚ  Lƴ ǎƘƻǊǘΣ Ƙƻǿ ǇǳōƭƛŎ ƛǎ άǇǳōƭƛŎέ 
enough that giving a child access to the underlying functionality would constitute collection?  
The FTC has never clearly answered these questions, but it has implied that it takes the 
άƳŀȄƛƳŀƭƛǎǘέ ǾƛŜǿ of what counts as collection:  Allowing children to share personal 
information with anyone, even in one-to-ƻƴŜ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎΣ ŎƻƴǎǘƛǘǳǘŜǎ άŎƻƭƭŜŎǘƛƻƴέ ǎǳōƧŜŎǘ 
ǘƻ /htt!Ωǎ ǇŀǊŜƴǘŀƭ ŎƻƴǎŜƴǘ ǊŜǉǳƛǊŜƳŜƴǘΦ40  .ȅ ŎƻƴǘǊŀǎǘΣ ǘƘŜ άƳƛƴƛƳŀƭƛǎǘέ ǾƛŜǿ ǿƻǳƭŘ ŘŜŦƛƴe 
                                                                                                                                                                           

ŀǊŜ ƳŀŘŜ ǇǳōƭƛŎΣ ŀƴŘ ŀƭǎƻ ŘŜƭŜǘŜǎ ǎǳŎƘ ƛƴŦƻǊƳŀǘƛƻƴ ŦǊƻƳ ǘƘŜ ƻǇŜǊŀǘƻǊΩǎ ǊŜŎƻǊŘǎΤ ƻǊ όŎύ ¢ƘŜ ǇŀǎǎƛǾŜ 
tracking or use of any identifying code linked to an individual, such as a cookie.   

16 C.F.R. § 312.2.  See also infra at Section II.B. 

37. 16 /ΦCΦwΦ Ϡ омнΦн όŘŜŦƛƴƛǘƛƻƴ ƻŦ άŎƻƭƭŜŎǘƛƻƴέύΦ   

38. Id. 

39. 15 U.S.C. § 6501(4)(B)(iv-Ǿύ όŘŜŦƛƴƛǘƛƻƴ ƻŦ άŘƛǎŎƭƻǎǳǊŜέύΤ мс /ΦCΦwΦ Ϡ омнΦн όŘŜŦƛƴƛǘƛƻƴ ƻŦ άŎƻƭƭŜŎǘƛƻƴέύΦ    

40. In DeceƳōŜǊ нллтΣ ǘƘŜ C¢/ ŀŘŘŜŘ ŀ ǉǳŜǎǘƛƻƴ ƛǘ ƛǘǎ C!v ǊŜŦƭŜŎǘƛƴƎ ǘƘŜ ŀƎŜƴŎȅΩǎ ǾƛŜǿ ǘƘŀǘ /htt! ǿƻǳƭŘ 
require parental consent before allowing a child to send electronic greeting cards or forward items of interest to 
their friends.  COPPA FAQ supra note 24Σ vǳŜǎǘƛƻƴ пп όάMy child-directed website wants to offer electronic post 
cards and the ability for children to forward items of interest on my site to their friends. Can I take advantage of 
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άŎƻƭƭŜŎǘƛƻƴέ ƛƴ ǘŜǊƳǎ ƻŦ ǘƘŜ ŎŀǇŀōƛƭƛǘȅ ǘƻ άǇǳōƭƛǎƘέ ƻǊ άōǊƻŀŘŎŀǎǘέ ǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴ ǎǳŎƘ 
ǘƘŀǘ ƛǘ ōŜŎƻƳŜǎ άŀǾŀƛƭŀōƭŜέ ǘƻ ŀƴȅƻƴŜ ǿƛǘƘ ŀŎŎŜǎǎ ǘƻ ǘƘŜ tL-collecting site.  Which view a court 
would accept, if presented with a challenge to COPPA, is beyond the scope of this paper, but 
the ambiguity is worth noting.41   

IƻǿŜǾŜǊ ōǊƻŀŘ ǘƘŜ ŘŜŦƛƴƛǘƛƻƴ ƻŦ άǇǳōƭƛŎƭȅ ŀǾŀƛƭŀōƭŜΣέ ǘƘŜ C¢/Ωǎ definition of άŎƻƭƭŜŎǘƛƻƴέ ǘƻ 
include the enabling of communication by children that might result in the any of personal 
information was itself controversial when the FTC first wrote the COPPA rules.  The FTC (again) 
ǘƻƻƪ ŀ ƳŀȄƛƳŀƭƛǎǘ ǾƛŜǿ ƻŦ άŎƻƭƭŜŎǘƛƻƴΣέ42 overriding the objections of free speech advocates 
ǿƘƻ ŀǊƎǳŜŘ ǘƘŀǘ /ƻƴƎǊŜǎǎ ƛƴǘŜƴŘŜŘ άǘƻ ǇƭŀŎŜ ŘǳǘƛŜǎ ƻƴ ǘƘƻǎŜ ǿƘƻ ŎƻƭƭŜŎǘ ƛƴŦormation from 
ŎƘƛƭŘǊŜƴέ όƛƴ ǘƘŜ ƴƻǊƳŀƭ ǎŜƴǎŜ ƻŦ άŎƻƭƭŜŎǘƛƻƴέ ŎƻƴǘŀƛƴŜŘ ƛƴ ǘƘŜ ŦƛǊǎǘ ǇǊƻƴƎ ƻŦ ǘƘŜ ŘŜŦƛƴƛǘƛƻƴύ 
ǊŀǘƘŜǊ ǘƘŀƴ άǘƻ ǊŜƎǳƭŀǘŜ ŎƘƛƭŘǊŜƴϥǎ ōŜƘŀǾƛƻǊέ ƻǊ άƭƛƳƛǘ ŎƘƛƭŘǊŜƴϥǎ ŀōƛƭƛǘȅ ǘƻ ǎǇŜŀƪΦέ43  These 
ŀŘǾƻŎŀǘŜǎ ǇǊƻǇƻǎŜŘ ŀ ƳƛƴƛƳŀƭƛǎǘ ŘŜŦƛƴƛǘƛƻƴ ƻŦ άŎƻƭƭŜŎǘƛƻƴέ ŀǎ άƎŀǘƘŜǊƛƴƎΣ by an operator, of 
ǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴΣέ ǎǳŎƘ ǘƘŀǘ ƳŜǊŜƭȅ ǇǊƻǾƛŘƛƴƎ ŦǳƴŎǘƛƻƴŀƭƛǘȅ ƭƛƪŜ ŎƘŀǘ ǊƻƻƳǎ ŀƴŘ ƳŜǎǎŀƎŜ 
boards would not constitute collection unless the operator actually gleaned personal 
information from such fora.44 

3. Online Tracking & Cookies 

Finally, COPPA would consider collection to occur through the use of persistent identifiers such 
as cookies45 ƛŦ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ƛƴŘƛǾƛŘǳŀƭƭȅ ƛŘŜƴǘƛŦƛŀōƭŜ ƛƴŦƻǊƳŀǘƛƻƴ ƻǊ άŀ ŎƻƳōƛƴŀǘƛƻƴ ƻŦ ŀ ƭŀǎǘ 
name or photograph of the individual with other information such that the combination 
ǇŜǊƳƛǘǎ ǇƘȅǎƛŎŀƭ ƻǊ ƻƴƭƛƴŜ ŎƻƴǘŀŎǘƛƴƎΦέ46 

 

                                                                                                                                                                           

one of the email exceptions to parental consent?έύΦ  ¢ƘŜ C¢/ ǊŜǉǳƛǊŜǎ ǇŀǊŜƴǘŀƭ ŎƻƴǎŜƴǘ ƛŦ ǳǎŜǊǎ Ŏŀƴ άŦǊŜŜƭȅ ǘȅǇŜ 
messages in either the subject line of the e-ŎŀǊŘ ƻǊ ƛƴ ŀƴȅ ǘŜȄǘ ŦƛŜƭŘǎέτpresumably, because this might lead to the 
ǎƘŀǊƛƴƎ ƻŦ ǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴ ǿƛǘƘ ǘƘŜ ŎŀǊŘΩǎ ǊŜŎƛǇƛŜƴt.  See Jim Dunstan, E-cards and "Forward-to-a-Friend" 
Promotions: Not Kid Friendly Anymore, 
www.gsblaw.com/practice/notableevents.asp?StoryID=1137185152008&groupID=21; see also Jim Dunstan, FTC 
Issues Final Rules in CAN-SPAM Proceeding: Forward-To-A-Friend Promotion Mystery Solved, 
www.gsblaw.com/practice/notableevents.asp?StoryID=17866132008&groupID=21.   

41. ¢ƘŜ ƳŀȄƛƳŀƭƛǎǘ ŀǇǇǊƻŀŎƘ ŜǎǎŜƴǘƛŀƭƭȅ ǊŜŀŘǎ ǘƘŜ ǘŜǊƳ άǇǳōƭƛŎƭȅ ŀǾŀƛƭŀōƭŜέ ƻǳǘ ƻŦ ǘƘŜ ǎǘŀǘǳǘŜ ōȅ ŎƻƴǎǘǊǳƛƴƎ 
ŎƻƭƭŜŎǘƛƻƴ ǘƻ ƳŜŀƴ άŀǾŀƛƭŀōƭŜ ǘƻ ŀƴȅƻƴŜΦέ  {ǳŎƘ ŀ ŎƻƴǎǘǊǳŎǘƛƻƴ ƳƛƎƘǘΣ ŦƻǊ ŜȄŀƳǇƭŜΣ ǾƛƻƭŀǘŜ ǘƘŜ Ŏŀƴƴƻƴ ƻŦ ǎǘŀǘǳtory 
interpretation against surplusage: "[T]he presence of statutory language 'cannot be regarded as mere surplusage; 
ƛǘ ƳŜŀƴǎ ǎƻƳŜǘƘƛƴƎΦΩέ  /ƘƛŎƪŀǎŀǿ bŀǘƛƻƴ ǾΦ ¦ƴƛǘŜŘ {ǘŀǘŜǎΣ роп ¦Φ{Φ упΣ фт όнллмύ όǉǳƻǘƛƴƎ tƻǘǘŜǊ ǾΦ ¦ƴƛǘŜŘ {ǘŀǘŜǎΣ 
155 U.S. 438, 446 (1894)). 

42. 1999 COPPA Order, supra note 28, at 59,889-890. 

43. Supplemental Comments of The Center for Democracy and Technology, The American Civil Liberties 
Union, and The American Library Association, filed in Rulemaking to ImpleƳŜƴǘ ǘƘŜ /ƘƛƭŘǊŜƴΩǎ hƴƭƛƴŜ tǊƛǾŀŎȅ 
Protection Act of 1998, Aug. 25, 1999, at § I.B www.ftc.gov/privacy/comments/supplementalcdtacluala.htm. 

44. Id. (emphasis original, indicating pǊƻǇƻǎŜŘ ŀŘŘƛǘƛƻƴ ǘƻ ǘƘŜ C¢/Ωǎ ǊǳƭŜ ŀǎ ƻǊƛƎƛƴŀƭƭȅ ǇǊƻǇƻǎŜŘύΦ 

45. 16 /ΦCΦwΦ Ϡ омнΦн όŘŜŦƛƴƛǘƛƻƴ ƻŦ άŎƻƭƭŜŎǘǎ ƻǊ ŎƻƭƭŜŎǘƛƻƴέύΦ   

46. мс /ΦCΦwΦ Ϡ омнΦн όŘŜŦƛƴƛǘƛƻƴ ƻŦ άǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴέύΦ 

http://www.gsblaw.com/practice/notableevents.asp?StoryID=1137185152008&groupID=21
http://www.gsblaw.com/practice/notableevents.asp?StoryID=17866132008&groupID=21
http://www.ftc.gov/privacy/comments/supplementalcdtacluala.htm
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C. /htt!Ωǎ tƭŀŎŜ ƛƴ ŀƴ 9ǾƻƭǾƛƴƎ [ŀƴŘǎŎŀǇŜ 

In the decade since Congress enacted COPPA, the kinds of information-sharing functionality 
ƎƻǾŜǊƴŜŘ ōȅ ǘƘŜ άǇǳōƭƛŎƭȅ ŀǾŀƛƭŀōƭŜέ ǇǊƻƴƎ ƻf collection have exploded in popularity.  New 
interactive communications tools and methodsΣ ƴƻǿ ƎŜƴŜǊŀƭƭȅ ǊŜŦŜǊǊŜŘ ǘƻ ŀǎ άǎƻŎƛŀƭ 
ƴŜǘǿƻǊƪƛƴƎέ ŎŀǇŀōƛƭƛǘƛŜǎΣ ŀǊŜ ŀ ƪŜȅ ƘŀƭƭƳŀǊƪ ƻŦ ǘƘŜ ά²Ŝō нΦлέ ŜǊŀΦ47  Of course, they had their 
precursors even in 1998, but the examples of such tools included in COPPA and the initial 
/htt! ǊǳƭŜ ǊŜǾŜŀƭ Ƨǳǎǘ Ƙƻǿ ƳǳŎƘ ǘƘŜ ǿŜō Ƙŀǎ ŜǾƻƭǾŜŘΥ  ά/Ƙŀǘ ǊƻƻƳǎέ ŀƴŘ άƳŜǎǎŀƎŜ ōƻŀǊŘǎέ 
ŎŜǊǘŀƛƴƭȅ ǎǘƛƭƭ ŜȄƛǎǘ ōǳǘ ǘƘŜȅ ƘŀǾŜ ƭŀǊƎŜƭȅ ƳƻǊǇƘŜŘ ƛƴǘƻ ǘƻŘŀȅΩǎ ǎƻŎƛŀƭ ƴŜǘǿƻǊƪƛƴƎ ǎƛǘŜǎ όe.g., 
Facebook, Myspace), which would have been unrecognizable in 1998, while services like 
blogging and micro-blogging (e.g., Twitter) would have been inconceivable.  Today, more users 
ŦŜŜƭ ŎƻƳŦƻǊǘŀōƭŜ ƳŀƪƛƴƎ ǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴ ƳƻǊŜ άǇǳōƭƛŎƭȅ ŀǾŀƛƭŀōƭŜέ ǘƘŀƴ ŜǾŜǊ ōŜŦƻǊŜΣ 
broadcasting their every thought and action, and even their exact physical location,48 for all the 
world to see.   

¢ƘŜ ƎǊƻǿƛƴƎ ǳōƛǉǳƛǘȅ ƻŦ ά²Ŝō нΦлέ ǘƻƻƭǎ Ƙŀǎ ǘǿƻ ƛƳǇƭƛŎŀǘƛƻƴǎΦ  CƛǊǎǘΣ ǘƘŜ ǎƛǘŜǎ ŎǳǊǊŜƴǘƭȅ ŎƻǾŜǊŜŘ 
by COPPA are growing ever more limited in their functionality relative to the rest of the 
Internet, as discussed below.49  For example, child-oriented sites must obtain verifiable parental 
consent before allowing children to send e-ŎŀǊŘǎ ƻǊ ǳǎŜ άCƻǊǿŀǊŘ-to-a-CǊƛŜƴŘέ ŦǳƴŎǘƛƻƴŀƭƛǘȅ ƛŦ 
ǘƘŜ ǎƛǘŜǎ άǇŜǊƳƛǘ ǘƘŜ ǎŜƴŘŜǊ ǘƻ ŜƴǘŜǊ ƘŜǊ Ŧǳƭƭ ƴŀƳŜΣ ƘŜǊ ŜƳŀƛƭ ŀŘŘǊŜǎǎΣ ƻǊ ǘƘŜ ǊŜŎƛǇƛŜƴǘΩǎ Ŧǳƭƭ 
ƴŀƳŜέ ƻǊ άǇǊƻǾƛŘŜ ǳǎŜǊǎ ǿƛǘƘ ǘƘŜ ŀōƛƭƛǘȅ ǘƻ ŦǊŜŜƭȅ ǘȅǇŜ ƳŜǎǎŀƎŜǎ ƛƴ ŜƛǘƘŜǊ ǘƘŜ ǎǳōƧŜŎǘ ƭƛƴŜ ƻŦ ǘƘŜ 
e-ŎŀǊŘ ƻǊ ƛƴ ŀƴȅ ǘŜȄǘ ŦƛŜƭŘǎΦέ50  {ŜŎƻƴŘΣ ŜǾŜƴ ǳƴŘŜǊ ǘƘŜ ƳƛƴƛƳŀƭƛǎǘ ǾƛŜǿ ƻŦ άǇǳōƭƛŎƭȅ ŀǾŀƛƭŀōƭŜΣέ 
ŜȄǇŀƴŘƛƴƎ /htt!Ωǎ ŀƎŜ ǎŎƻǇŜ ǿƻǳƭŘ ŀŦŦŜŎǘ ŦŀǊ ƳƻǊŜ ǿŜōǎƛǘŜǎ ǘƻŘŀȅ ǘƘŀƴ ƛǘ ǿƻǳƭŘ ƘŀǾŜ мм 
ȅŜŀǊǎ ŀƎƻΣ ōŜŎŀǳǎŜ ǘƘŜ ŦǳƴŎǘƛƻƴŀƭƛǘȅ ǘƘŀǘ ŎƻƴǎǘƛǘǳǘŜǎ άŎƻƭƭŜŎǘƛƻƴέ όǳƴŘŜǊ ǘƘŜ ǎŜŎƻƴŘ ǇǊƻƴƎ ƻŦ 
ǘƘŀǘ ǘŜǊƳΩǎ ŘŜŦƛƴƛǘƛƻƴύ ƛǎ ƴƻǿ ǇŜǊǾŀǎƛǾŜΦ   

III. Does COPPA Really Work? 

Before addressing the many challenges associated with COPPA 2.0 proposals, one must ask the 
criticalτbut ignoredτǘƘǊŜǎƘƻƭŘ ǉǳŜǎǘƛƻƴΥ  Lǎ ά/htt! мΦлέ ǊŜŀƭƭȅ ǿƻǊƪƛƴƎΚ  ¢ƻ ŀƴǎǿŜǊ ǘƘƛǎ 
question, one must first decide what COPPA 1.0 is supposed to accomplish.  The original goals 
of COPPA, as expressed by its Congressional sponsors, were to: 

(1) to enhance parental  involvement in a childΩs online activities in order to protect 
the  privacy of children in the online environment; (2) to enhance parental 
involvement to help protect the safety of children in online fora such as chatrooms, 
home pages, and pen-pal services in which children may make public postings of 

                                                      

47. Tim O'Reilly, What Is Web 2.0?: Design Patterns and Business Models for the Next Generation of Software, 
Sept. 30, 2005, www.oreillynet.com/lpt/a/6228.  

48. See, e.g., Google Latitude, www.google.com/latitude/intro.html; loopt, www.loopt.com; Pelago, 
http://pelago.com. 

49. See infra at Section III.A. 

50. Absent such sharing, the FTC allows child-ƻǊƛŜƴǘŜŘ ǎƛǘŜǎ ǘƻ ǳǎŜ /htt!Ωǎ ŜȄŎŜǇǘƛƻƴ ŦƻǊ ƻƴŜ-time 
communications, found at 16 C.F.R. § 312.5(c).  See supra note 40.   

http://www.oreillynet.com/lpt/a/6228
file://192.168.10.3/shared/Projects/Center%20for%20Internet%20Freedom/Age%20&%20Identity%20Verification/COPPA%202.0%20Paper/www.google.com/latitude/intro.html
http://www.loopt.com/
http://pelago.com/
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identifying information; (3) to maintain the  security of personally identifiable 
information of children collected  online; and (4) to protect childrenΩs privacy by 
limiting the collection of personal information from children without parental 
consent.51 

Thus, as its name implies, COPPA is first and foremost about protecting the privacy of children.  
/htt!Ωǎ ǇǊƛƳŀǊȅ ƳŜŀƴǎ ŦƻǊ ŀŎƘƛŜǾƛƴƎ ǘƘƛǎ Ǝƻŀƭ ƛǎ ŜƴƘŀƴŎƛƴƎ ǇŀǊŜƴǘŀƭ ƛƴǾƻƭǾŜƳŜƴǘ ƻǊΣ ŀǎ ǘƘŜ C¢/ 
Ƙŀǎ Ǉǳǘ ƛǘΣ άǇǊƻǾƛŘώƛƴƎϐ ǇŀǊŜƴǘǎ ǿƛǘƘ ŀ ǎŜǘ ƻŦ ŜŦŦŜŎǘƛǾŜ ǘƻƻƭǎΧ ŦƻǊ ōŜŎƻƳƛƴƎ ƛƴǾƻƭǾŜŘ ƛƴ ŀƴŘ 
ƻǾŜǊǎŜŜƛƴƎ ǘƘŜƛǊ ŎƘƛƭŘǊŜƴΩǎ ƛƴǘŜǊŀŎǘƛƻƴǎ ƻƴƭƛƴŜΦέ52  However admirable, άprotect[ing] the safety 
ƻŦ ŎƘƛƭŘǊŜƴέ ƛǎ ƳŜǊŜƭȅ ŀƴ indirect goal of COPPAτsomething to be achieved through the means 
ƻŦ ŜƴƘŀƴŎƛƴƎ ǇŀǊŜƴǘŀƭ ƛƴǾƻƭǾŜƳŜƴǘ ό/htt!Ωǎ direct goal).  The FTC has attempted to blur this 
distinction, elevating child protection to a direct goal of COPPA.53  Indeed, this was the primary 
ǊŜŀǎƻƴ ǘƘŜ C¢/ ŀŘƻǇǘŜŘ ǘƘŜ ƳŀȄƛƳŀƭƛǎǘ ŘŜŦƛƴƛǘƛƻƴ ƻŦ άŎƻƭƭŜŎǘƛƻƴέ ǘƻ ƛƴŎƭǳŘŜ ŜƴŀōƭƛƴƎ 
communication (rather than direct gathering of personal information by operators), over-ruling 
free speech concerns.54   

¢ƘŜ C¢/ ŎƭŀƛƳǎ /htt! άƘŀǎ ǇǊƻǾƛŘŜŘ ŀ ǿƻǊƪŀōƭŜ ǎȅǎǘŜƳ ǘƻ ƘŜƭǇ ǇǊƻǘŜŎǘ ǘƘŜ ƻƴƭƛƴŜ ǎŀŦŜǘȅ ŀƴŘ 
ǇǊƛǾŀŎȅ ƻŦ ǘƘŜ LƴǘŜǊƴŜǘΩǎ ȅƻǳƴƎŜǎǘ ǾƛǎƛǘƻǊǎΦέ55  Indeed, many of those advocating expansion of 
COPPA do so on the grounds that COPPA makes children safer online from sexual predators.  
What these advocates fail to acknowledge is that, to the extent COPPA has enhanced child 
safetyτindeed, to the extent that COPPA can be effectively administered at allτit is because of 
the unique circumstances of the under-13 age bracket and the PI-collecting sites that have 
evolved to serve that community.  In particular:   

1. The functionality of child-oriented sites is usually tightly limited: They are closed, walled 
gardens;  

2. Many smaller websites catering to children charge a fee for admissionτeven as fee-
based models have withered away on the rest of the Internet; and 

3. There are relatively few sites that cater exclusively to the under-13 crowd, which may be 
an unintended consequence of COPPA itself. 

                                                      

51. 144 Cong. Rec. S11657 (daily ed. Oct. 7, 1998) (statement of Rep. Bryan).   

52. 2007 COPPA Implementation Report, supra note 30, at 28. 

53. The FTC has carefullyτor perhaps simply carelesslyτŜŘƛǘŜŘ /ƻƴƎǊŜǎǎΩǎ ƻǊƛƎƛnal statement of purpose:  
²ƘŜǊŜ /ƻƴƎǊŜǎǎ ƘŀŘ ƻǊƛƎƛƴŀƭƭȅ ŘŜŎƭŀǊŜŘ ǘƘŀǘ /htt! ǿŀǎ ƛƴǘŜƴŘŜŘ άto enhance parental involvement to help 
ǇǊƻǘŜŎǘ ǘƘŜ ǎŀŦŜǘȅ ƻŦ ŎƘƛƭŘǊŜƴ ώƻƴƭƛƴŜϐΣέ мпп /ƻƴƎΦ wŜŎΦ {ммсрт όŜƳǇƘŀǎƛǎ ŀŘŘŜŘύΣ ǘƘŜ C¢/ Ƙŀǎ ŘŜŎƭŀǊŜŘ ǘƘŀǘ /htt! 
was intendeŘ άǘƻ ǇǊƻǘŜŎǘ ǘƘŜ ǎŀŦŜǘȅ ƻŦ ŎƘƛƭŘǊŜƴ ώƻƴƭƛƴŜϐΦέ 2007 COPPA Implementation Report, supra note 30, at 3. 

54. ¢ƘŜ C¢/ ōŀǎŜŘ ƛǘǎ ŀŘƻǇǘƛƻƴ ƻŦ ǘƘŜ ƳŀȄƛƳŀƭƛǎǘ ǾƛŜǿ ƻŦ άŎƻƭƭŜŎǘƛƻƴέ ōȅ ƴƻǘƛƴƎ ǘƘŀǘΥ 

ŎƘƛƭŘǊŜƴΩǎ ǳǎŜ ƻŦ ŎƘŀǘ rooms and bulletin boards that are accessible to all online users present the 
most serious safety risks, because it enables them to communicate freely with strangers. Indeed, an 
investigation conducted by the FBI and the Justice Department revealed that these services are 
quickly becoming the most common resources used by predators for identifying and contacting 
children.  

1999 COPPA Order, supra note 28, at 59,890 (internal citations omitted).  See also supra at 11 and note 43.   

55. 2007 COPPA Implementation Report, supra note 30, at 28. 
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Each of these factors is discussed belowΣ ŀǎ ǊŜƭŀǘŜǎ ǘƻ /htt!Ωǎ ǇŜǊŎŜƛǾŜŘ Ǝƻŀƭǎ. 

A. Child-Oriented Sites Limit Functionality 

Child-oriented sites typically have very limited functionality:  In essence, their operators 
ƛƴǘŜƴǘƛƻƴŀƭƭȅ άŎǊƛǇǇƭŜέ ǘƘŜ ǎƻǊǘ ƻŦ ŦǳƴŎǘƛƻƴŀƭƛǘȅ ŦƻǳƴŘ ƛƴ Ƴƻǎǘ tL-collecting sites (especially social 
networking sites) geared toward older users.  That fact alone makes COPPA-covered sites far 
less likely to be subject to fraudulent entry or dangerous interactions:  Why would an adolescent 
or an adult predator ever want to gain access to a site that offers little more than drop-down 
menus and a few buttons to click on when interacting with others?  

The primary reason that children are likely safer in those environments probably has less to do 
ǿƛǘƘ /htt!Ωǎ ǇŀǊŜƴǘŀƭ ŎƻƴǎŜƴt requirements and much more to do with the fact that most of 
the PI-collecting sites covered by COPPA are tightly controlled and highly moderated walled 
gardens with very limited functionalityτŀ ǎƻǊǘ ƻŦ άWǳƴƛƻǊ LƴǘŜǊƴŜǘΦέ   

B. Child-Oriented Sites Charge Fees 

²ƘƛƭŜ Ƴƻǎǘ LƴǘŜǊƴŜǘ ŎƻƴǘŜƴǘ ŀƴŘ ǎŜǊǾƛŎŜǎ ŀǊŜ ƴƻǿ άŦǊŜŜέ όi.e., advertising-supported),56 many 
child-oriented PI-collecting sites charge admission fees.  There are several reasons they do so:   

 άώwϐŜǉǳƛǊƛƴƎ ŀ ǇŀǊŜƴǘ ǘƻ ǳǎŜ ŀ ŎǊŜŘƛǘ ŎŀǊŘ ƛƴ ŎƻƴƴŜŎǘƛƻƴ ǿƛǘƘ ŀ ǘǊŀƴǎŀŎǘƛƻƴέ ƛǎ ŀƳƻƴƎ ǘƘŜ 
ƳŜǘƘƻŘǎ ŦƻǊ ƻōǘŀƛƴƛƴƎ ǾŜǊƛŦƛŀōƭŜ ǇŀǊŜƴǘŀƭ ŎƻƴǎŜƴǘ ƛƴ ǘƘŜ C¢/Ωǎ ǎƭƛŘƛƴƎ ǎŎŀƭŜΦ57  The FTC 
requires that an operator charge some fee so that the credit card will be verified by its 
ƛǎǎǳŜǊ ŀƴŘ άōŜŎŀǳǎŜΣ ǘƘǊƻǳƎƘ ǊŜŎŜƛǇǘ ƻŦ ŀ ƳƻƴǘƘƭȅ statement, the parent is given 
additional notice that the transaction occurred and has an opportunity to investigate any 
ǎǳǎǇƛŎƛƻǳǎ ŀŎǘƛǾƛǘȅ ŀƴŘ ǊŜǾƻƪŜ ŎƻƴǎŜƴǘΦέ58 

 Commercial child-oriented sites must somehow recoup the costs of obtaining verifiable 
parental consentτestimated in 2005 at more than $45 per child.59  Because COPPA limits 
ƻǇŜǊŀǘƻǊǎΩ ŀōƛƭƛǘȅ ǘƻ ŜŦŦŜŎǘƛǾŜƭȅ ǘŀǊƎŜǘ ŀŘǾŜǊǘƛǎƛƴƎ ǘƻ ŎƘƛƭŘǊŜƴΣ ǘƘŜǊŜōȅ ǊŜŘǳŎƛƴƎ ǘƘŜ ǾŀƭǳŜ 
of advertising inventory on PI-collecting sites, they usually must rely on direct fees.   

 Many child-oriented sites rely heavily on constant human moderation and oversight, 
which necessitates a method of funding those workers.   

                                                      

56. See, e.g., Chris Anderson, Free! Why $0.00 Is the Future of Business, Wired, Feb. 25, 2008, 
www.wired.com/techbiz/it/magazine/16-03/ff_free.  The most notable exception to this rule is Massively 
Multiplayer Online games such as World of Warcraft, which are also potentially subject to COPPA. 

57. 16 C.F.R. § 312.5(b)(2). 

58. See COPPA FAQ, supra note 24Σ vǳŜǎǘƛƻƴ оо όάL ǿƻǳƭŘ ƭƛƪŜ ǘƻ ƎŜǘ ŎƻƴǎŜƴǘ ōȅ ŎƻƭƭŜŎǘƛƴƎ ŀ ŎǊŜŘƛǘ ŎŀǊŘ 
ƴǳƳōŜǊ ŦǊƻƳ ǘƘŜ ǇŀǊŜƴǘΣ ōǳǘ L ŘƻƴΩǘ ǿŀƴǘ ǘƻ ŜƴƎŀƎŜ ƛƴ ŀ ǘǊŀƴǎŀŎǘƛƻƴΦ Lǎ ǘƘƛǎ ƻƪΚέύΦ 

59. See Comments of Parry Aftab, Request for Public Comment on the Implementation of COPPA and COPPA 
wǳƭŜΩǎ {ƭƛŘƛƴƎ {ŎŀƭŜ aŜŎƘŀƴƛǎƳ ŦƻǊ hōǘŀƛƴƛƴƎ ±ŜǊƛŦƛŀōƭŜ tŀǊŜƴǘŀƭ /ƻƴǎŜƴǘ .ŜŦƻǊŜ /ƻƭƭŜŎǘƛƴƎ tŜǊǎƻƴŀƭ LƴŦƻǊƳŀǘƛƻƴ 
from Children at 2, June 27, 2005, www.ftc.gov/os/comments/COPPArulereview/516296-00021.pdf [hereinafter 
Aftab Comments].  

http://www.wired.com/techbiz/it/magazine/16-03/ff_free
http://www.ftc.gov/os/comments/COPPArulereview/516296-00021.pdf
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 It is easier for child-oriented sites to continue charging small fees once they have a credit 
card on file (something most sites never accomplish) and because there is relatively less 
competition in the child-oriented marketplace than in the Internet generally. 

 

Importantly, the more a site charges for access, the more likely it is that the parent or guardian 
pays attention to what their child is doing on that site.  The hassle for parents of having to pay a 
fee gets parents thinking, and talking to their kids, about those sites, argues Denise Tayloe of 
Privo, one of the four FTC-approved providers of COPPA safe harbor age verification services.60   

However, Tayloe has noted that one of the problems associated with the current COPPA regime 
ƛǎ ǘƘŀǘ ά/ƘƛƭŘǊŜƴ ǉǳƛŎƪƭȅ ƭŜŀǊƴŜŘ ǘƻ ƭƛŜ ŀōƻǳǘ ǘƘŜƛǊ ŀƎŜ ƛƴ ƻǊŘŜǊ ǘƻ Ǝŀƛƴ ŀŎŎŜǎǎ ǘƻ ǘƘŜ ƛƴǘŜǊŀŎǘƛǾŜ 
features on their favorite sitŜǎΦ  !ǎ ŀ ǊŜǎǳƭǘΣέ ǎƘŜ ƴƻǘŜǎΣ άŘŀǘŀōŀǎŜǎ ƘŀǾŜ ōŜŎƻƳŜ ǘŀƛƴǘŜŘ ǿƛǘƘ 
ƛƴŀŎŎǳǊŀǘŜ ƛƴŦƻǊƳŀǘƛƻƴ ŀƴŘ ŎƘŀƻǎ ǎŜŜƳǎ ǘƻ ōŜ ƪƛƴƎ ǿƘŜǊŜ /htt! ƛǎ ŎƻƴŎŜǊƴŜŘΦέ61  The FTC, 
well aware that blocking access to children under 13 could simply encourage them to lie about 
their agŜΣ ǊŜǉǳƛǊŜǎ ƻǇŜǊŀǘƻǊǎ ǘƻ άŘŜǎƛƎƴ ώǘƘŜƛǊϐ ŀƎŜ ŎƻƭƭŜŎǘƛƻƴ ƛƴǇǳǘ ǎŎǊŜŜƴǎ ƛƴ ŀ ƳŀƴƴŜǊ ǘƘŀǘ 
ŘƻŜǎ ƴƻǘ ŜƴŎƻǳǊŀƎŜ ŎƘƛƭŘǊŜƴ ǘƻ ǇǊƻǾƛŘŜ ŀ ŦŀƭǎŜ ŀƎŜ ƛƴ ƻǊŘŜǊ ǘƻ Ǝŀƛƴ ŀŎŎŜǎǎ ǘƻ ώǘƘŜƛǊϐ ǎƛǘŜΦέ62  In 
ǇŀǊǘƛŎǳƭŀǊΣ ǘƘŜ C¢/ ǊŜŎƻƳƳŜƴŘǎ άǳǎƛƴƎ ŀ ǘŜƳǇƻǊŀǊȅ ƻǊ ŀ ǇŜǊƳŀƴŜƴǘ ŎƻƻƪƛŜ to prevent children 
from back-ōǳǘǘƻƴƛƴƎ ǘƻ ŜƴǘŜǊ ŀ ŘƛŦŦŜǊŜƴǘ ŀƎŜΦέ63  But if children can learn to lie about their age, 
they can probably learn to delete cookies, tooτsince cookie deletion is a privacy feature now 
common in every browser.64   

Despite these problems, Tayloe falls back on the original justification of COPPA: increasing 
ǇŀǊŜƴǘŀƭ ƛƴǾƻƭǾŜƳŜƴǘΦ  9ǾŜƴ ǘƘƻǳƎƘ άǘƘŜǊŜ ƛǎ ƴƻ ǇŜǊŦŜŎǘ ǎƻƭǳǘƛƻƴέ ŀƴŘ ƛǘ ƛǎ ƴƻǘ ǇƻǎǎƛōƭŜ ǘƻ 
ŎƻƳǇƭŜǘŜƭȅ άǎǘƻǇ ŀ ŎƘƛƭŘ ŦǊƻƳ ƭȅƛƴƎ ŀƴŘ ǇǳǘǘƛƴƎ ǘƘŜƳǎŜƭǾŜǎ ŀǘ ǊƛǎƪΣέ ¢ŀȅƭƻŜ ōŜƭƛŜǾŜǎ that COPPA 
άǇǊƻǾƛŘŜǎ ŀ ǇƭŀǘŦƻǊƳ ǘƻ ŜŘǳŎŀǘŜ ǇŀǊŜƴǘǎ ŀƴŘ ƪƛŘǎ ŀōƻǳǘ ǇǊƛǾŀŎȅΦέ65  Providing a platform to 
educate parents and kids about online privacy or safety is certainly important, but there are 
other ways to do this besides imposing strict age verification mandates.  Educational initiatives 
and public service announcements, for example, could also encourage greater parent-child 
interaction.  Indeed, the courts have concluded that the First Amendment requires the 
government to utilize such educational initƛŀǘƛǾŜǎ ŀǎ άƭŜǎǎ ǊŜǎǘǊƛŎǘƛǾŜέ ŀƭǘŜǊƴŀǘƛǾŜǎ ǘƻ ŀƎŜ 
verification technologies in other contexts.66 

While ǿŜ ŘƻƴΩǘ ǊŜŀƭƭȅ ƘŀǾŜ ŀƴȅ ƛŘŜŀ ǿƘŀǘ ƭŜǾŜƭ ƻŦ ǇŀǊŜƴǘ-child interaction COPPA incentivizes, 
or how many children (or adults) are able to gain access to PI-collecting sites under false 
pretenses, the key operational assumption on which COPPA rests is that by creating an added 

                                                      

60.  Denise Tayloe, LǘΩǎ ¢ƛƳŜ ǘƻ /ƻƳǇƭȅ ǿƛǘƘ /htt!, The Privacy Advisor, Vol. 6, No. 10, Oct. 2006, at 5. 

61.  Id. 

62. See COPPA FAQ, supra note 58Σ vǳŜǎǘƛƻƴ оф όά/ŀƴ L ōƭƻŎƪ ŎƘƛƭŘǊŜƴ ǳƴŘŜǊ мо ŦǊƻƳ Ƴȅ ƎŜƴŜǊŀƭ ŀǳŘƛŜƴŎŜ 
ǿŜōǎƛǘŜΚέύΦ  

63. Id.   

64. Adam Thierer, Berin Szoka & Adam Marcus, The Progress & Freedom Foundation, Privacy Solutions, PFF 
Blog, Ongoing Series, http://blog.pff.org/archives/ongoing_series/privacy_solutions. 

65. E-mail from Denise Tayloe to Adam Thierer (Mar. 15, 2007) (copy on file with author). 

66. See infra at VI.A.3. 

http://blog.pff.org/archives/ongoing_series/privacy_solutions/
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economic hurdle or barrier to entry (in the form of entry fees or the hassle of filling out 
paperwork or forms), COPPA gets someτmaybe even mostτparents to put more thought into 
what their kids are doing online, and that in turn somehow improves online child safety.   

However useful COPPA might be in enhancing parental involvement, it does not necessarily 
mean that children are operating in ǇŜǊŦŜŎǘƭȅ άǎŜŎǳǊŜέ ƻǊ άǾŜǊƛŦƛŜŘέ ŜƴǾƛǊƻƴƳŜƴǘǎΦ  /htt! 
ǿŀǎƴΩǘ ǇǊƛƳŀǊƛƭȅ Ǉǳǘ ƻƴ ǘƘŜ ōƻƻƪǎ ǘƻ ǇǊŜǾŜƴǘ άōŀŘ Ǝǳȅǎέ ŦǊƻƳ ƛƴǘŜǊŀŎǘƛƴƎ ǿƛǘƘ ŎƘƛƭŘǊŜƴ ƻƴƭƛƴŜΤ 
ƛǘ ǿŀǎ ŀōƻǳǘ ƳƛƴƛƳƛȊƛƴƎ ǘƘŜ ŎƻƭƭŜŎǘƛƻƴ ƻŦ ŎƘƛƭŘǊŜƴΩǎ ǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴ ŀƴŘ ƎƛǾƛƴƎ ǇŀǊŜƴǘǎ 
control over collection of information from their children.67  Thus, COPPA does not require 
excluding older users from child-oriented sites, some websites indeed may try to do so, building 
ƻƴ /htt!Ωǎ ǊŜǉǳƛǊŜŘ ŀƎŜ ǾŜǊƛŦƛŎŀǘƛƻƴ ǎȅǎǘŜƳΣ ōŜŎŀǳǎŜ ƻŦ ƳŀǊƪŜǘ ŘŜƳŀƴŘ ŦǊƻƳ ǇŀǊŜƴǘs to 
exclude sexual predators.  Of course, age verification is hardly fool-proof for either kids or 
ŀŘǳƭǘǎΦ  {ƻΣ ǘƻ ǘƘŜ ŜȄǘŜƴǘ ǎƻƳŜ άōŀŘ Ǝǳȅǎέ ŀǊŜ ƎŜǘǘƛƴƎ ƻƴ ǘƘƻǎŜ ǎƛǘŜǎ ǳƴŘŜǊ ŦŀƭǎŜ ǇǊŜǘŜƴǎŜǎΣ ōƻǘƘ 
children and parents may be lulled into to a false sense of security after they are told the site is 
COPPA-verifiedτwhether or not the site actually attempts to exclude older users and 
regardless of how effective the site may be in doing so.  This may actually increase the danger 
of predation to children.68  

C. Does COPPA Encourage Consolidation or Limit Competition?  

As noted above, there are significant costs associated with the verifiable parental consent 
methods that PI-collecting sites must implement to comply with COPPA.  If we are to fully 
understand the experience of COPPA as a regulatory model, we must consider the extent to 
which COPPA may have had the unintended consequence of limiting choice and competition by 
driving increased consolidation in the marketplace for child-oriented sites and services onlineτ

                                                      

67. See supra at 16. 

68. Internet security expert John Cardillo argues that even COPPA-compliant sites are vulnerable: 

During an analysis ƻŦ ǘƘŜ ǎŜŎǳǊƛǘȅ ǇǊƻŎŜǎǎŜǎ ƻŦ ŎŜǊǘŀƛƴ ǎƛǘŜǎ ǿŜ ǘŜǎǘŜŘ LƳōŜŜΩǎΦ Our security team 
was able to create several fake children. More troubling was the inconsistency of the information 
used to do so.  We used a fake name for the parent, a different fake name created for the Yahoo! e-
mail account used at registration, and my credit card info (because the name on the CC is 
irrelevant). Fictional child, and three fake identifiers on supposedly the same adult.  Not one red flag 
was raised, and we were allowed onto the site without a problem.  Our team was able to do this 
multiple times. Had we been a real bad guy, we could have, at any time, chatted with other kids on 
the site as a child.  One of several different children actually. bƻǘ ƻƴƭȅ ƛǎƴΩǘ ƛǘ ŀ ǎŜŎǳǊƛǘȅ ǎƻƭǳǘƛƻƴΣ ƛǘΩǎ 
downright dangerous. 

E-Ƴŀƛƭ ŦǊƻƳ WƻƘƴ WΦ /ŀǊŘƛƭƭƻ ǘƻ !ŘŀƳ ¢ƘƛŜǊŜǊ όaŀǊŎƘ ммΣ нллтύ όŎƻǇȅ ƻƴ ŦƛƭŜ ǿƛǘƘ ŀǳǘƘƻǊύΦ  /ŀǊŘƛƭƭƻΩǎ ŦƛƴŘƛƴƎǎ ǘƘǳǎ 
make it clear how real predators intent on doing harm to children could exploit age verification processes designed 
ǘƻ ŜȄŎƭǳŘŜ ŀŘǳƭǘǎ ŦǊƻƳ ŀ ǎǳǇǇƻǎŜŘƭȅ άǘŜŜƴǎ-ƻƴƭȅέ ǎƛǘŜ όƧǳǎǘ ŀǎ ǇǊŜŘŀǘƻǊǎ ŀƭǊŜŀŘȅ Řƻ ǿƛǘƘ ǎƛǘŜǎ ǎǳǇǇƻǎŜŘƭȅ ƭƛƳƛǘŜŘ ǘƻ 
kids under 13).  Indeed, because many predators have children of their own, they might use this approach to 
obtain an ID for their owƴ ƪƛŘǎ ŀƴŘ ǘƘŜƴ Ǝƻ ƻƴƭƛƴŜ ǳƴŘŜǊ ǘƘŜƛǊ ŎƘƛƭŘΩǎ ƴŀƳŜ ǘƻ ǇǊŜȅ ƻƴ ƻǘƘŜǊ ŎƘƛƭŘǊŜƴΦ  ¢ƘŜ ŦƛŎǘƛƻƴ 
ǘƘŀǘ ŀƭƭ ǳǎŜǊǎ ƻŦ ŀ ǎƛǘŜ ŀǊŜ άǾŜǊƛŦƛŜŘέ ŎǊŜŀǘŜǎ ŀ ŦŀƭǎŜ ǎŜƴǎŜ ƻŦ ǎŜŎǳǊƛǘȅτa serious problem for child safety.  As 
Cardillo has noted elsewhere, predators who create ŀ άǇŜŘƻǇƘƛƭŜ ǇŀǎǎǇƻǊǘέ ŎƻǳƭŘ ƻǇŜǊŀǘŜ ŦǊŜŜƭȅ ƛƴ ǎǳǇǇƻǎŜŘƭȅ 
άǎŀŦŜ ŀƴŘ ǎŜŎǳǊŜέ ŜƴǾƛǊƻƴƳŜƴǘǎΦ See Adam Thierer, The Progress & Freedom Foundation, Age Verification for 
Social Networking Sites: Is It Possible? Is It Desirable?, Progress on Point 14.8, May 2007, at 6, www.pff.org/issues-
pubs/pops/pop14.8ageverificationtranscript.pdf. 

http://www.pff.org/issues-pubs/pops/pop14.8ageverificationtranscript.pdf
http://www.pff.org/issues-pubs/pops/pop14.8ageverificationtranscript.pdf
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a question the FTC should consider answering.  As early as 2001, even some Congressmen 
ǊŜŎƻƎƴƛȊŜŘ ǘƘƛǎ άǳƴƛƴǘŜƴŘŜŘ ŎƻƴǎŜǉǳŜƴŎŜέ ƻŦ /htt! ƛƴ /ƻƴƎǊŜǎǎƛƻƴŀƭ ƘŜŀǊƛƴƎǎ ƻƴ ǇǊƛǾŀŎȅΦ69 

Of course, it could be the case that there are other reasons that there are relatively few sites 
ŎŀǘŜǊƛƴƎ ŜȄŎƭǳǎƛǾŜƭȅ ǘƻ ŎƘƛƭŘǊŜƴΦ  bƻƴŜǘƘŜƭŜǎǎΣ ŀǎ ŘƛǎŎǳǎǎŜŘ ōŜƭƻǿΣ ƛǘΩǎ ǿƻǊǘƘ ŎƻƴǎƛŘŜǊƛƴƎ Ƙƻǿ 
expanding COPPA might lead to more consolidation in the marketplace or how it discourages 
ƎǊŜŀǘŜǊ ŜƴǘǊȅ ōȅ ǎƳŀƭƭŜǊ άƳƻƳ-and-ǇƻǇέ ǎƛǘŜǎ ǘƘŀǘ ŎƻǳƭŘ cater to children.  As noted by Parry 
!ŦǘŀōΣ 9ȄŜŎǳǘƛǾŜ 5ƛǊŜŎǘƻǊ ƻŦ ǘƘŜ ŎƘƛƭŘǊŜƴϥǎ ŀŘǾƻŎŀŎȅ ƎǊƻǳǇ ²ƛǊŜŘ {ŀŦŜǘȅΣ ά/htt! ǿŀǎƴΩǘ 
responsible for the demise of these sites, but when combined with the other factors [it] tipped 
ǘƘŜ ōŀƭŀƴŎŜΦέ70  She concludes, appropriately: 

Lǘ ƛǎ ŎǊǳŎƛŀƭ ǘƘŀǘ ŀǘ ǘƘƛǎ ǘŜƴǘŀǘƛǾŜ ǎǘŀƎŜ ŦƻǊ ǘƘŜ ƪƛŘǎ LƴǘŜǊƴŜǘ ƛƴŘǳǎǘǊȅ ǿŜ ŘƻƴΩǘ Řƻ 
anything to make its survival more difficult.  We should be looking at easy to 
encourage safer communities for preteens and innovations to help create fun, 
entertaining and educational content for kids online.71

  

IV. What if COPPA Were Expanded to Cover Adolescents? 

However effective COPPA might be in fulfilling its purposes, and whatever its unintended 
consequences, ǘƘŜ /htt! wǳƭŜΩǎ requirements are relatively easy for the private sector to 
implement and for the government to enforce because, as mentioned, they apply only to the 
collection of information about children under 13 by commercial operators only when (i) the 
ƻǇŜǊŀǘƻǊΩǎ tL-ŎƻƭƭŜŎǘƛƴƎ {ƛǘŜ ƻǊ ǎŜǊǾƛŎŜ ƛǎ άŘƛǊŜŎǘŜŘ ǘƻ ŎƘƛƭŘǊŜƴέ ƻǊ όƛƛύ ǘƘŜ ƻǇŜǊŀǘƻǊ Ƙŀǎ actual 
knowledge that they are collecting personal information from a child.  But how well would the 
/htt! ŀǇǇǊƻŀŎƘ άǎŎŀƭŜ ǳǇέ ǘƻ ǘƘŜ мо-17 age bracket?   

The key practical difficulty in implementing a COPPA 2.0 system for adolescents is in the 
anonymity inherent in the technical architecture of the Internet.  To quote a memorable 
cartoon from The New Yorker ƻŦ ŀƭƭ ǘƛƳŜΥ  άhƴ ǘƘŜ LƴǘŜǊƴŜǘΣ ƴƻōƻŘȅ ƪƴƻǿǎ ȅƻǳΩǊŜ ŀ ŘƻƎΦέ72  
Because website operators generally do not know who is accessing their site, requiring any 
special treatment of minors (e.g., parental consent prior to the collection of personal 

                                                      

69. Rep. Billy Tauzin (R-[!ύ ƴƻǘŜŘ ǘƘŀǘ /htt! άƘŀǎ ƴƻǿ ŦƻǊŎŜŘ ŎƻƳǇŀƴƛŜǎ ǘƻ ŘƛǎŎƻƴǘƛƴǳŜ ŀ ƴǳƳōŜǊ of 
ǇǊƻŘǳŎǘǎ ǘŀǊƎŜǘŜŘ ǘƻǿŀǊŘ ŎƘƛƭŘǊŜƴέ ŀƴŘ ŀǎƪŜŘ άLŦ ǿŜ ŜƴŘ ǳǇ ŦƻǊŎƛƴƎ ǇǊƛǾŀǘŜ ŎƻƳǇŀƴƛŜǎ ŀƴŘ ƴƻƴǇǊƻŦƛǘǎ ǘƻ ŜƭƛƳƛƴŀǘŜ 
beneficial products such as crime prevention material, have we done a good thing? If teen-friendly sites, those that 
totally respect the privacy of the users stop offering e-mail services to children, is that a good thing? An 
Examination Of Existing Federal Statutes Addressing Information Privacy: Hearing of the House Committee On 
Energy And Commerce, 107

th
 Cong. 6 (April 3, 2001) (statement of Rep. Tauzin.), available at 

http://republicans.energycommerce.house.gov/107/action/107-22.pdf. 

70.  Aftab Comments, supra note 59, at 3.  

71.  Id.  

72.  Peter Steiner, hƴ ǘƘŜ LƴǘŜǊƴŜǘΣ bƻōƻŘȅ Yƴƻǿǎ ¸ƻǳΩǊŜ ŀ 5ƻƎ, The New Yorker, July 5, 1993 at 61, available 
at www.unc.edu/depts/jomc/academics/dri/idog.html (cartoon of a dog, sitting at a computer terminal, talking to 
another dog). 

http://republicans.energycommerce.house.gov/107/action/107-22.pdf
http://www.unc.edu/depts/jomc/academics/dri/idog.html
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ƛƴŦƻǊƳŀǘƛƻƴΣ ŀŎŎŜǎǎ ǘƻ ǘƘŜ ŎƘƛƭŘΩǎ ǳǎŜǊ ǇǊƻŦƛƭŜύ ƛǎ ǘŀƴǘŀƳƻǳƴǘ ǘƻ ǊŜǉǳƛǊƛƴƎ ŀƎŜ-verification of all 
users.73  

.ŜŎŀǳǎŜ άŎƘƛƭd-ƻǊƛŜƴǘŜŘέ ǿŜōǎƛǘŜǎ ŀǊŜ ƎŜƴŜǊŀƭƭȅ Ŝŀǎȅ ǘƻ ŘŜŦƛƴŜ ŀƴŘ ŀǊŜ ǾŜǊȅ ǊŀǊŜƭȅ ǳǎŜŘ ōȅ 
ŀŘǳƭǘǎΣ /htt! мΦлΩǎ ŀƎŜ ǾŜǊƛŦƛŎŀǘƛƻƴ ƳŀƴŘŀǘŜ Ƙŀǎ ƴƻǘ ǎƛƎƴƛŦƛŎŀƴǘƭȅ ƛƳǇŀŎǘŜŘ ǘƘŜ ŦǊŜŜ ǎǇŜŜŎƘ 
rights of adults.  But it is far ƳƻǊŜ ŘƛŦŦƛŎǳƭǘ ǘƻ ŘŜŦƛƴŜ ŀ Ŏƭŀǎǎ ƻŦ άŀŘƻƭŜǎŎŜƴǘ-orienǘŜŘέ ǿŜōǎƛǘŜǎ 
(as proposed in New Jersey) that are not also used by significant numbers of adults.  Indeed, the 
Lƭƭƛƴƻƛǎ ōƛƭƭ ŘƻŜǎ ƴƻǘ ŜǾŜƴ ŀǘǘŜƳǇǘ ǘƻ Řƻ ǎƻΣ ŘŜŦƛƴƛƴƎ ƛǘǎ ǎŎƻǇŜ ƴƻǘ ƛƴ /htt!Ωǎ άŘƛǊŜŎǘŜŘ ŀǘέ ǘŜǊƳǎ 
but purely in terms of site functionality.74  In this sense, the Illinois bill is more restrictive than 
the New Jersey bill, since it would apply to sites with a certain functionality regardless of to 
ǿƘƻƳ ǘƘŜȅ ŀǊŜ άŘƛǊŜŎǘŜŘ ŀǘΦέ  hƴ the other hand, the New Jersey proposal is far more 
sweeping, since ƛǘ ŀǇǇƭƛŜǎ ǘƻ ŀƴȅ ǎƛǘŜ ǘƘŀǘ ŎƻƭƭŜŎǘǎ ǳǎŜǊ ƛƴŦƻǊƳŀǘƛƻƴ ƛŦ ǘƘŜ ǎƛǘŜ ƛǎ άŘƛǊŜŎǘŜŘ ŀǘέ 
adolescents.75  Whichever bill might ultimately affect more websites, the practical result of 
both COPPA 2.0 proposals is the same:  They would, without explicitly saying so, require age 
verification of a large numbers of adults.  This raises profound First Amendment concernsτ
particularly about the right of Americans to speak and receive information anonymously 
online.76  

V. The Differences Between Children (0-12) & Adolescents (13-17)  

Before examining these First Amendment concerns (which are more directly apparent in the 
case of the Illinois proposal), one must ask how they arise in the case of the more complicated 
New Jersey proposal, which applies to PI-ŎƻƭƭŜŎǘƛƴƎ ǎƛǘŜǎ άŘƛǊŜŎǘŜŘ ŀǘέ ŀŘƻƭŜǎŎŜƴǘǎΦ77  This 

                                                      

73.  hŦ ŎƻǳǊǎŜΣ ǘƘŜ /htt!Ωǎ ǎŜŎƻƴŘ ǇǊƻƴƎ ƻŦ ŀƎŜ-verification requirement applies only when the website 
ƻǇŜǊŀǘƻǊ Ƙŀǎ άŀŎǘǳŀƭ ƪƴƻǿƭŜŘƎŜέ ǘƘŀǘ ǘƘŜ ǳǎŜǊ ƛǎ ŀ ƳƛƴƻǊΦ  See supra at 7 & note 22. 

74. ¢ƘŜ Lƭƭƛƴƻƛǎ .ƛƭƭ ŘŜŦƛƴŜǎ ŀ άǎƻŎƛŀƭ ƴŜǘǿƻǊƪƛƴƎ ǎƛǘŜέ ŀǎΥ 

an Internet website containing profile web pages of the members of the website that include the 
names or nicknames of such members, photographs placed on the profile web pages by such 
member, or any other personal or personally identifying information about such members and links 
to other profile web pages on social networking websites of friends or associates of such members 
that can be accessed by other members or visitors to the website. A social networking website 
provides members of or visitors to such website the ability to leave messages or comments on the 
profile web page that are visible to all or some visitors to the profile web page and may also include 
a form of electronic mail for members of the social networking website.  

SNWARA, supra note 11, § 5.  This definition seems almost tailor-made for MySpace and Facebook:  The second 
sentence of the definition would exclude sites like LinkedIn, which includes profiles but does not allow users to 
Ǉƻǎǘ ǇǳōƭƛŎ ŎƻƳƳŜƴǘǎ ƻƴ ƻǘƘŜǊ ǳǎŜǊǎΩ ǇǊƻŦƛƭŜǎΦ  ²ƘƛƭŜ ǘƘƛǎ ŦƻŎǳǎ ƻƴ ǎǇŜŎƛŦƛŎ ǎƛǘŜ ŦǳƴŎǘƛƻƴŀƭƛǘȅ seems to differ from 
/htt!Ωǎ ŀǇǇǊƻŀŎƘΣ ƛƴ ŦŀŎǘ ƛǘ ŘƻŜǎ ƭƛǘǘƭŜ ƳƻǊŜ ǘƘŀƴ ŀǇǇƭȅ /htt!Ωǎ ǎŜŎƻƴŘ ŘŜŦƛƴƛǘƛƻƴ ƻŦ άŎƻƭƭŜŎǘƛƻƴέ ŀǎ ά9ƴŀōƭƛƴƎ 
ŎƘƛƭŘǊŜƴ ǘƻ ƳŀƪŜ ǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴ ǇǳōƭƛŎƭȅ ŀǾŀƛƭŀōƭŜΦέ  See 16 C.F.R. § 312Φн όŘŜŦƛƴƛǘƛƻƴ ƻŦ άŎƻƭƭŜŎǘƛƻƴέύΤ see 
also supra at 8. 

75. See supra note13. 

76. Adam Thierer, The Progress & Freedom Foundation, USA Today, Age Verification, and the Death of Online 
Anonymity, PFF Blog, Jan. 23, 2008, http://blog.pff.org/archives/2008/01/usa_today_doesn.html.   

77. [ƛƪŜ /htt!Σ bŜǿ WŜǊǎŜȅΩǎ !htt! ōƛƭƭ ŀƭǎƻ ŀǇǇƭƛŜǎ ǘƻ ŎŀǎŜǎ ƻŦ ŀŎǘǳŀƭ ƪƴƻǿƭŜŘƎŜ ǘƘŀǘ ŀƴ ƻǇŜǊŀǘƻǊ ƛǎ 
collecting personal information from an adolescent.  See supra note 13. 

http://blog.pff.org/archives/2008/01/usa_today_doesn.html
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examination reveals the fundamental flaw in any attempt to extend COPPA to cover 
adolescents:  COPPA 1.0 works only because of the unique characteristics of the under-13 age 
bracket. 

A. Subjective Assessments About Intended Audiences Are Significantly Easier 
for Children than for Adolescents 

In determining whether a PI-collecting Site or service is άŘƛǊŜŎǘŜŘ ŀǘ ŎƘƛƭŘǊŜƴΣέ ǘƘŜ C¢/ ŎƻƴǎƛŘŜǊǎ 
ǘƘŜ ǎƛǘŜ ƻǊ ǎŜǊǾƛŎŜΩǎ άǎǳōƧŜŎǘ ƳŀǘǘŜǊΣ Ǿƛǎǳŀƭ ƻǊ ŀǳŘƛƻ ŎƻƴǘŜƴǘΣ ŀƎŜ ƻŦ ƳƻŘŜƭǎΣ ƭŀƴƎǳŀƎŜ ƻǊ ƻǘher 
characteristics of the website or online service, as well as whether advertising promoting or 
ŀǇǇŜŀǊƛƴƎ ƻƴ ǘƘŜ ǿŜōǎƛǘŜ ƻǊ ƻƴƭƛƴŜ ǎŜǊǾƛŎŜ ƛǎ ŘƛǊŜŎǘŜŘ ǘƻ ŎƘƛƭŘǊŜƴΧΦ ŀƴŘ ǿƘŜǘƘŜǊ ŀ ǎƛǘŜ ǳǎŜǎ 
ŀƴƛƳŀǘŜŘ ŎƘŀǊŀŎǘŜǊǎΦέ78  The following excerpts from FTC complaints illustrate how the agency 
has applied these criteria: 

¢ƘŜ Χ ǎǳōƧŜŎǘ ƳŀǘǘŜǊ ώƻŦ www.lilromeo.comϐ ƛǎ [ƛƭΩ wƻƳŜƻΣ ŀ ǘǿŜƭǾŜ-year-old 
ǊŜŎƻǊŘƛƴƎ ŀǊǘƛǎǘ ǿƘƻ άŜƴƧƻȅǎ ΨƧǳǎǘ ōŜƛƴƎ ŀ ǊŜƎǳƭŀǊ ƪƛŘΦΩέ ¢ƘŜ ǿŜōǎƛǘŜ ŦŜŀǘǳǊŜǎ 
content ŘƛǊŜŎǘŜŘ ǘƻ ŎƘƛƭŘǊŜƴ ǎǳŎƘ ŀǎ ŀƴ ŀƴƛƳŀǘŜŘ ƎŀƳŜ ƛƴ ǿƘƛŎƘ ǘƘŜ ǇƭŀȅŜǊ ƘŜƭǇǎ [ƛƭΩ 
Romeo save an elementary school from aliens by answering simple math and 
ƘƛǎǘƻǊȅ ǉǳŜǎǘƛƻƴǎΦ  ¢ƘŜ ǿŜōǎƛǘŜ ŀƭǎƻ ŦŜŀǘǳǊŜǎ ƳǳǎƛŎ ŀƴŘ ƭȅǊƛŎǎ ŦǊƻƳ [ƛƭΩ wƻƳŜƻΩǎ 
ŀƭōǳƳ άDŀƳŜ ¢ƛƳŜΣέ ǿƘƛŎƘ ƛǎ άŀōƻǳǘ ƘŀǾƛƴƎ ŦǳƴΣ ŀƴŘ ŀƭǎƻ ŀōƻǳǘΣ ȅƻǳ ƪƴƻǿΣ ƪƛŘǎώΩϐ 
ǘƘƛƴƎǎΧέ79 

And: 

Defendant operates the www.etch-a-sketch.com website, which provides inform-
ŀǘƛƻƴ ŀōƻǳǘ ƛǘǎ ǘƻȅǎΣ ƛƴŎƭǳŘƛƴƎ ǘƘŜ ά9ǘŎƘ ! {ƪŜǘŎƘέ ŘǊŀǿƛƴƎ ǘƻȅΦ  The subject matter, 
visual content, and language of this website are directed to children under the age 
ƻŦ моΦ  CƻǊ ŜȄŀƳǇƭŜΣ ǘƘŜ ǎƛǘŜ ŦŜŀǘǳǊŜǎ ŀ ŎŀǊǘƻƻƴ ŎƘŀǊŀŎǘŜǊ ƴŀƳŜŘ ά9ǘŎƘȅέ - an Etch A 
Sketch sporting sunglasses, purple hair and legs.  Etchy invites vƛǎƛǘƻǊǎ ǘƻ Ǉƭŀȅ άŎƻƻƭ 
ƎŀƳŜǎΣέ ǎǳŎƘ ŀǎ ŘǊŀǿƛƴƎ ǿƛǘƘ ŀƴ ƻƴƭƛƴŜ 9ǘŎƘ ! {ƪŜǘŎƘΣ ŦƛƴŘƛƴƎ ƘƛŘŘŜƴ ƴǳƳōŜǊǎΣ 
letters and shapes, and coloring pictures of Etchy and friends.  The site also contains 
ŀƴ άƛƴǘŜǊŀŎǘƛǾŜ ǎǘƻǊȅέ ǘƛǘƭŜŘΣ ά9ǘŎƘȅ DƻŜǎ ǘƻ ŀ .ƛǊǘƘŘŀȅ tŀǊǘȅΦέ80  

The FTC settled both cases with consent decreesτlike, apparently, all ǘƘŜ C¢/Ωǎ /htt! 
enforcement actions.81  These examples demonstrate that subjective standards can sometimes 
work reasonably well in certain contexts.  As Justice Potter Stewart famously said of obscenity, 
άL ƪƴƻǿ ƛǘ ǿƘŜƴ L ǎŜŜ ƛǘΦέ82  The same could probably be said, in many cases, about what 

                                                      

78. 16 C.F.R. § омнΦн όŘŜŦƛƴƛǘƛƻƴ ƻŦ ά²ŜōǎƛǘŜ ƻǊ ƻƴƭƛƴŜ ǎŜǊǾƛŎŜ ŘƛǊŜŎǘŜŘ ǘƻ ŎƘƛƭŘǊŜƴέύΦ   

79. U.S. v. UMG Recordings, Inc., Civil Action No. CV-04-1050, Complaint at 4-5 (C.D. Ca. 2004), 
www.ftc.gov/os/caselist/umgrecordings/040217compumgrecording.pdf. 

80. U.S. v. The Ohio Art Company, Complaint, ¶ 12 (N.D. Oh. 2002), 
www.ftc.gov/os/2002/04/ohioartcomplaint.htm. 

81. See Federal Trade Commission, Children's Privacy Enforcement Cases, 
www.ftc.gov/privacy/privacyinitiatives/childrens_enf.html (including a consent decree for each case). 

82. Jacobellis v. Ohio, 378 U.S. 184, 197 (1964) (Stewart, J., concurring).   

http://www.lilromeo.com/
http://www.etch-a-sketch.com/
http://www.ftc.gov/os/caselist/umgrecordings/040217compumgrecording.pdf
http://www.ftc.gov/os/2002/04/ohioartcomplaint.htm
http://www.ftc.gov/privacy/privacyinitiatives/childrens_enf.html
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constitutes child-oriented content; and this approach seems to have worked well enough for 
ǘƘŜ C¢/Ωǎ /htt! ŜƴŦƻǊŎŜƳŜƴǘ ŜŦŦƻǊǘǎΦ  .ǳǘ Ƙƻǿ ǿŜƭƭΣ ƛŦ ŀǘ ŀƭƭ, would such a standard work in 
determining the scope of COPPA 2.0 proposals όƭƛƪŜ bŜǿ WŜǊǎŜȅΩǎύ ǘƘŀǘ ǊŜǘŀƛƴ /htt!Ωǎ 
ǊŜǉǳƛǊŜƳŜƴǘ ǘƘŀǘ ŀ ǎƛǘŜ ōŜ άŘƛǊŜŎǘŜŘ ŀǘέ ŀ ŎŜǊǘŀƛƴ ŀǳŘƛŜƴŎŜ ǿƘŜƴ ǘƘŀǘ ŀǳŘƛŜƴŎŜ ƛǎ ƴƻǘ ŎƘƛƭŘǊŜƴ 
(0-12) but adolescents (13-17)?83 

Any regulatory system that, like COPPA, rests on age stratification inevitably requires the 
drawing of arbitrary boundaries.  But ultimately, some age must be chosen.  Whatever the 
ŘƛŦŦŜǊŜƴŎŜǎ ōŜǘǿŜŜƴ мн ŀƴŘ моΣ ǘƘŜ ŘƛŦŦŜǊŜƴŎŜǎ ōŜǘǿŜŜƴ мн ό/htt!Ωǎ ŎŜƛƭƛƴƎύ ŀƴŘ мт όǘƘe 
ceiling established in some COPPA 2.0 measures) are significant.  Although the original version 
ƻŦ ǘƘŜ /htt! ƭŜƎƛǎƭŀǘƛƻƴ ǿƻǳƭŘ ƘŀǾŜ ǊŜǉǳƛǊŜŘ άǊŜŀǎƻƴŀōƭŜ ŜŦŦƻǊǘǎ ǘƻ ǇǊƻǾƛŘŜ ǘƘŜ ǇŀǊŜƴǘǎ ǿƛǘƘ 
notice and an opportunity to prevent or curtail the collection or ǳǎŜ ƻŦ ǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴέ 
for kids 13-16, the legislation never required verifiable parental consent for minors above 12.84  
¢ƘŜ C¢/ ŜȄǇƭŀƛƴǎ /ƻƴƎǊŜǎǎΩǎ ǊŀǘƛƻƴŀƭŜ ŦƻǊ ǘƘƛǎ ŘƛǎǘƛƴŎǘƛƻƴ ŀǎ ŦƻƭƭƻǿǎΥ 

Congress and industry self-regulatory bodies have traditionally distinguished 
children aged 12 and under, who are particularly vulnerable to overreaching by 
marketers, from children over the age of 12, for whom strong, but more flexible 
protections may be appropriate. In addition, distinguishing adolescents from 
younger children may be warranted where younger children may not understand 
the safety and privacy issues created by the online collection of personal 
information.85 

Thus, it appears that Congress was simply following a long-standing distinction based on the 
cognitive capabilities of children under 13.  But whether anyone realized it at the time, this 
distinction has proved essential for the administration of COPPA as a statute that defines its 
ǎŎƻǇŜ ōȅ ǘƘŜ ŀǳŘƛŜƴŎŜ ǘƻ ǿƘƛŎƘ ǎƛǘŜǎ ŀǊŜ άŘƛǊŜŎǘŜŘΦέ  ²ƘŜƴŜǾŜǊ ǘƘŜ άǘƛǇǇƛƴƎ Ǉƻƛƴǘέ ƛƴ ŎƻƎƴƛǘƛǾŜ 
capabilities occurs, the age of 13 roughly corresponds to an important point of departure in 
ǇǎȅŎƘƻƭƻƎƛŎŀƭ ƎǊƻǿǘƘ ōŜǘǿŜŜƴ άŎƘƛƭŘƘƻƻŘέ ŀƴŘ άŀŘƻƭŜǎŎŜƴŎŜΦέ   

This moment was best described two thousand years ago by the Apostle Paul of Tarsus, when 
ƘŜ ǿǊƻǘŜΣ ά²ƘŜƴ L ǿŀǎ ŀ ŎƘƛƭŘΣ L ǎǇŀƪŜ ŀǎ ŀ ŎƘƛƭŘΣ L ǳƴŘŜǊǎǘƻƻŘ ŀǎ ŀ ŎƘƛƭŘΣ L ǘƘƻǳƎƘǘ ŀǎ ŀ ŎƘƛƭŘΥ 

                                                      

83. ²ƘƛƭŜ bŜǿ WŜǊǎŜȅΩǎ ǇǊƻǇƻǎŀƭ ǊŜǘŀƛƴǎ ǘƘƛǎ ŀǇǇǊƻŀŎƘΣ ƘŜǿƛƴƎ ŎƭƻǎŜƭȅ ǘƻ /htt!Ωǎ ŎǳǊǊŜƴǘ ǎǘǊǳŎǘǳǊŜΣ see supra 
note 13 ŀƴŘ ŀŎŎƻƳǇŀƴȅƛƴƎ ǘŜȄǘ Σ LƭƭƛƴƻƛǎΩǎ ǇǊƻǇƻǎŀƭ ŘǊƻǇǎ the concept and simply applies to all sites with certain 
social networking functionality, see supra note 11. 

84. See supra note 14 and associated text. 

85. COPPA FAQ, supra note 58Σ vǳŜǎǘƛƻƴ у όά²Ƙȅ ŘƻŜǎ /htt! ŀǇǇƭȅ ƻƴƭȅ ǘƻ ŎƘƛƭŘǊŜƴ ǳƴŘŜǊ моΚ ²Ƙŀǘ ŀōƻǳǘ 
ǇǊƻǘŜŎǘƛƴƎ ǘƘŜ ƻƴƭƛƴŜ ǇǊƛǾŀŎȅ ƻŦ ǘŜŜƴǎΚέύΣ www.ftc.gov/privacy/coppafaqs.shtm.  The FTC also reminds companies: 

wŜōǎƛǘŜǎΩ ƛƴŦƻǊƳŀǘƛƻƴ ǇǊŀŎǘƛŎŜǎ ǊŜƎŀǊŘƛƴƎ ǘŜŜƴǎ ŀƴŘ ŀŘǳƭǘǎ ŀǊŜ ǎǳōƧŜŎǘ ǘƻ {ŜŎǘƛƻƴ р ƻŦ ǘƘŜ C¢/ !ŎǘΣ 
which prohibits unfair or deceptive acts and practices. See Staff Opinion Letter to Center for Media 
Education (July 15, 1997) for guidance on how Section 5 applies to information practices involving 
teens. In addition, recent concern about the risks of child participation on social networking websites 
led the FTC to issue a set of safety tips for social networking. See ά{ƻŎƛŀƭ bŜǘǿƻǊƪƛƴƎ {ƛǘŜǎΥ ! tŀǊŜƴǘǎΩ 
GuiŘŜέ ό{ŜǇǘŜƳōŜǊ нллтύΣ available at www.ftc.gov/opa/2006/05/socialnetworking.shtm; see also 
www.onguardonline.gov/docs/onguardonline_socialnetworking.pdf. 

http://www.ftc.gov/privacy/coppafaqs.shtm
http://www.ftc.gov/privacy/privacyinitiatives/childrens.html
http://www.ftc.gov/privacy/privacyinitiatives/childrens.html


Page 20 Progress on Point 16.11 

but when I became a man, I put away childish thingsΦέ86  Paul equated what we think of as 
άŀŘƻƭŜǎŎŜƴŎŜέτa profoundly modern invention87τwith adulthood.  Paul had no more 
ŎƻƴŎŜǇǘƛƻƴ ƻŦ άŀŘƻƭŜǎŎŜƴŎŜέ ǘƘŀƴ ŘƛŘ {ƘŀƪŜǎǇŜŀǊŜΣ ǿƘƻτlike Congress with COPPAτchose 
thirteen as the age of Juliet, his greatest star-crossed lover.88  But Paul offered perhaps the best 
ǊŜŀǎƻƴ ǿƘȅ /htt!Ωǎ ǎŎƻǇŜ ŜƴŘǎ ŀǘ ǘƘƛǊǘŜen:  this is the roughly point at which minors begin to 
ǎƘǳƴ άŎƘƛƭŘƛǎƘ ǘƘƛƴƎǎέτǎŀȅΣ ƭƻǎƛƴƎ ƛƴǘŜǊŜǎǘ ƛƴ /ƭǳō tŜƴƎǳƛƴ ƛƴ ŦŀǾƻǊ ƻŦ ƳƻǊŜ άƎǊƻǿƴ-ǳǇέ ǎƛǘŜǎ 
like MySpace or Facebook.  If one has to choose a clear bright line rule as to when, on average, 
that shift occurs, 13 seems to be about as accurate as any.  (Indeed, modern Jewsτlike the 
Jewish Paul before themτcontinue to recognize this as the threshold of maturity by generally 
holding a Bar Mitzvah for boys at age 13, and a Bat Mitzvah ceremony for girls at age 12.89)  This 
is less a question of how much protection minors of any particular age require, and more a 
question of when their interests change:  At about this age, adolescents begin to share interests 
with adults in ways that children 12 and below do not; if left to their own devices, adolescents 
ǿƻǳƭŘ ǎǇŜƴŘ ŦŀǊ ƳƻǊŜ ǘƛƳŜ ƻƴ άƎŜƴŜǊŀƭ ŀǳŘƛŜƴŎŜέ90 websites than would children.  Thirteen is 
probably about the point at which this transformation begins to accelerate.  But regardless of 
precisely when it happens, it should be apparent that the sites favored by adolescents 13 and 
over ǿƛƭƭ ōŜ ŘƛŦŦƛŎǳƭǘ ǘƻ ŘƛǎǘƛƴƎǳƛǎƘ ŀǎ άŀŘƻƭŜǎŎŜƴǘ-ƻǊƛŜƴǘŜŘέ ōŜŎŀǳǎŜ ǘƘŜȅ ŀǊŜ ǊŀǊŜƭȅΣ ƛŦ ŜǾŜǊΣ ŀǎ 
ǘƘƻǊƻǳƎƘƭȅ ŘƻƳƛƴŀǘŜŘ ōȅ ŀŘƻƭŜǎŎŜƴǘǎ ŀǎ άŎƘƛƭŘ-ƻǊƛŜƴǘŜŘέ ǎƛǘŜǎ ŀǊŜ ōȅ ŎƘƛƭŘǊŜƴ мн ŀƴŘ under.  
This problem gives rise to the significant constitutional concerns raised by COPPA 2.0 proposals. 

B. The Difficulties of Empirical Assessments about Intended Audiences 

LŦ ǘƘŜ ǎǳōƧŜŎǘƛǾŜ άL ƪƴƻǿ ƛǘ ǿƘŜƴ L ǎŜŜ ƛǘ ǎǘŀƴŘŀǊŘέ ƛǎ ƴƻǘ ǎƻ Ŝŀǎƛƭȅ ŀǇǇƭƛŜŘ ŦƻǊ determining what 
constitutes adolescent-oriented PI-ŎƻƭƭŜŎǘƛƴƎ ǎƛǘŜǎΣ ǘƘŜ ŀƭǘŜǊƴŀǘƛǾŜ ǳƴŘŜǊ ǘƘŜ C¢/Ωǎ /htt! ǊǳƭŜǎ 
ƛǎ ǘƻ ŜȄŀƳƛƴŜ άŎƻƳǇŜǘŜƴǘ ŀƴŘ ǊŜƭƛŀōƭŜ ŜƳǇƛǊƛŎŀƭ ŜǾƛŘŜƴŎŜΦέ91  Could demographic data about a 

                                                      

86. The First Epistle of Paul the Apostle to the Corinthians 13:11 (King James), available at 
www.bartleby.com/108/46/13.html (emphasis added). 

87. Sociologist Rowan Wolf explains: 

ώCϐƻǊ ƳǳŎƘ ƻŦ ǘƘŜ ƘƛǎǘƻǊȅ ƻŦ ƘǳƳŀƴ ǎƻŎƛŜǘȅΣ ǘƘŜǊŜ Ƙŀǎ ƴƻǘ ǊŜŀƭƭȅ ōŜŜƴ ǘƘŜ ŎƻƴŎŜǇǘ ƻŦ άŎƘƛƭŘƘƻƻŘέ ŀǎ 
we know it today. Once a child was able to speak and eat on its own, it was essentially considered a 
miniature adult capable of participating in a limited way in the survival of the family.  Once 
άŎƘƛƭŘǊŜƴέ Ƙƛǘ ǇǳōŜǊǘȅΣ ǘƘŜȅ ǿŜǊŜ ŎƻƴǎƛŘŜǊŜŘ ŀŘǳƭǘǎΣ ǘƘƻǳƎƘ ǘƘŜȅ ƳƛƎƘǘ ƴƻǘ ǘŀƪŜ ƻƴ ŀŘǳƭǘ ǊƻƭŜǎ ǳƴǘƛƭ 
ǘƘŜȅ ŦƻǊƳŜŘ ǘƘŜƛǊ ƻǿƴ ŦŀƳƛƭȅΦ ¢ƘŜǊŜ ǿŀǎ ƴƻ ŎƻƴŎŜǇǘ ƻŦ ŀŘƻƭŜǎŎŜƴŎŜΧΦ  /ƘƛƭŘǊŜƴ ǿŜƴǘ ŦǊƻƳ 
άƳƛƴƛŀǘǳǊŜ ŀŘǳƭǘǎέ ŜȄǇŜŎǘŜŘ ǘƻ ŀŎǘ ƭƛƪŜ ŀŘǳƭǘǎ ōǳǘ ǿƛǘƘƻǳǘ ǘƘŜ ǊƛƎƘǘǎ ƻŦ ŀŘǳƭǘǎΣ ǘƻ ŀ ŎŀǊŜŦǊŜŜΣ 
ŘŜǇŜƴŘŜƴǘ ǇŜǊƛƻŘ ƻŦ ŜȄǇƭƻǊŀǘƛƻƴ ŀƴŘ ƭŜŀǊƴƛƴƎΦ ²ƘŜƴ ǿŜ ƭƻƻƪ ŀǘ ǘƘŜ ŜȄǇŜŎǘŀǘƛƻƴǎ ƻŦ άǘŜŜƴŀƎŜǊǎΣέ ǿŜ 
define this as a rebellious period of individuation. We simultaneously expect adolescents to act like 
adults and rebel from them at the same time. This is a period where people are sexually mature, but 
socially and economically dependent.   

Age Stratification, Sept. 2005, www.srwolf.com/wolfsoc/articlearchives/2008/11/age_stratification.html.   

88. See, e.g., The Invention of Adolescence, Psychology Today, Jan./Feb. 1995, 
www.psychologytoday.com/articles/pto-19950101-000024.html. 

89. See, e.g., Bar Mitzvah, Bat Mitzvah and Confirmation, Judaism 101, http://www.jewfaq.org/barmitz.htm. 

90. ¢ƘŜ ǘŜǊƳ άƎŜƴŜǊŀƭ ŀǳŘƛŜƴŎŜέ ƛǎ ŎƻƳƳƻƴƭȅ ǳǎŜŘ ƛƴǎǘŜŀŘ ƻŦ άŀŘǳƭǘ-ƻǊƛŜƴǘŜŘέ ŦƻǊ ŎƻƴǘŜƴǘ ǘƘŀǘ ƛǎ ƴƻǘ 
directed at children. 

91. мс /ΦCΦwΦ Ϡ омнΦн όŘŜŦƛƴƛǘƛƻƴ ƻŦ ά²ŜōǎƛǘŜ ƻǊ ƻƴƭƛƴŜ ǎŜǊǾƛŎŜ ŘƛǊŜŎǘŜŘ ǘƻ ŎƘƛƭŘǊŜƴέύΦ 

http://www.bartleby.com/108/46/13.html
http://www.srwolf.com/wolfsoc/articlearchives/2008/11/age_stratification.html
http://www.psychologytoday.com/articles/pto-19950101-000024.html
http://www.jewfaq.org/barmitz.htm
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ǎƛǘŜΩǎ ƳŜƳōŜǊǎƘƛǇ ǇǊƻǾƛŘŜ ǎǳŦŦƛŎƛŜƴǘƭȅ ŎƭŜŀǊ ƎǳƛŘŀnce about the scope of a law that (like New 
WŜǊǎŜȅΩǎ ǇǊƻǇƻǎŀƭύ ǊŜǘŀƛƴǎ /htt!Ωǎ ŎǳǊǊŜƴǘ άŘƛǊŜŎǘŜŘ ŀǘέ ŀǇǇǊƻŀŎƘΚ92 

The FTC has never addressed the difficult question of setting a minimum threshold of child 
membership/participation in a site above which the siǘŜ ǿƻǳƭŘ ōŜ ŎƻƴǎƛŘŜǊŜŘ άŘƛǊŜŎǘŜŘ ŀǘ 
ŎƘƛƭŘǊŜƴΥέ  bƻǘ ƻƴŜ ƻŦ ǘƘŜ ŎƻƳǇƭŀƛƴǘǎ ōǊƻǳƎƘǘ ōȅ ǘƘŜ C¢/ ǳƴŘŜǊ /htt! ŎƛǘŜǎ ŘŜƳƻƎǊŀǇƘƛŎ 
evidence.  Because, as discussed above, child-oriented websites tend to exist in a virtually 
ŘƛǎǘƛƴŎǘ άWǳƴƛƻǊ LƴǘŜǊƴŜǘΣέ ǿƛǘƘ ƭƛǘǘƭŜ overlap between adults and children, and because many 
parents use technological controls to keep their children (but not their adolescents) within this 
Junior Internet, it is hardly surprising that the FTC has never answered this question:  Subjective 
criteria are generally sufficient to identify child-oriented sites, and those sites are likely to be 
used overwhelmingly by children or young adolescents with very little adult participation. 

But as discussed above, few of the websites frequented by adolescents are dominated so 
overwhelmingly by adolescents as children dominate the membership of the Junior Internet to 
which COPPA currently applies.  Instead, adolescents participate in many of the same PI-
collecting sites used by adults, as demonstrated by the following sample of some of the more 
popular Web 2.0 sites, including demographic estimates: 

Exhibit 1: Popular Web 2.0 Sites93 

Site Name Unique U.S. 
Users 

Annual U.S. Page 
Views 

% of Users Under 
Age 18 

myyearbook.com 2,000,000 860,000,000 50.00% 

bebo.com 2,400,000 340,000,000 35.00% 

nickjr.com 2,400,000 210,000,000 31.67% 

myspace.com 67,000,000 43,000,000,000 28.36% 

photobucket.com 25,000,000 1,300,000,000 26.80% 

movie6.net 1,100,000 24,000,000 26.36% 

fanpop.com 1,100,000 16,000,000 21.82% 

xanga.com 1,600,000 82,000,000 20.00% 

tagged.com 3,500,000 1,100,000,000 19.71% 

zango.com 2,900,000 21,000,000 17.93% 

aol.com 37,000,000 4,000,000,000 16.49% 

hi5.com 2,800,000 870,000,000 15.00% 

facebook.com 74,000,000 30,000,000,000 12.16% 

yahoo.com 140,000,000 36,000,000,000 11.43% 

friendster.com 1,600,000 490,000,000 11.25% 

wordpress.com 23,000,000 300,000,000 10.43% 

gametrailers.com 1,200,000 50,000,000 10.00% 

flickr.com 21,000,000 1,000,000,000 9.52% 

                                                      

92. See supra note 13. 

93. Data obtained from Google Ad Planner on Mar. 1, 2009, https://www.google.com/adplanner/planning (by 
ŘƛǾƛŘƛƴƎ ά¦± ǳǎŜǊǎέ ŦƻǊ ǘƘŜ л-мт άŀǳŘƛŜƴŎŜέ ōȅ ά¦± ǳǎŜǊǎέ ŦƻǊ ǘƘŜ ŜƴǘƛǊŜ ǇƻǇǳƭŀǘƛƻƴύΦ 

https://www.google.com/adplanner/planning
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So would some of ǘƘŜǎŜ ǎƛǘŜǎ ōŜ ŎƻƴǎƛŘŜǊŜŘ άŀŘƻƭŜǎŎent-ƻǊƛŜƴǘŜŘέ ŜǾŜƴ ǘƘƻǳƎƘ Ƴƻǎǘ ƻŦ ǘƘŜƛǊ 
users are actually adults?  Perhaps not in New Jersey (depending on the circumstances of any 
particular site),94 but this is essentially what the Illinois bill requires:95  The approximately 88% 
ƻŦ CŀŎŜōƻƻƪΩǎ ǳǎŜǊǎ му and above must be age verified for the sake of obtaining parental 
consent for the 12% under 18.  This example is apt, because 12% happens to coincide with the 
estimated percentage of American Internet users under 18:  12.6% or 28 million Americans.96   

C. PossƛōƭŜ wŜŀŎǘƛƻƴǎ ǘƻ /htt! нΦлΩǎ ¦ƴŎŜǊǘŀƛƴ {ŎƻǇŜ  

Of the top 250 sites ranked by audience reach, only a handful stand out as being obviously 
child-oriented, such as cartoonnetwork.com and nick.com (Nickelodeon).  A number of leading 
social networks top the list and many, if not most, of these sites require the sharing of some 
personal information (if only an e-mail address) for full functionality.  But how would any of 
these operatorsτƭŜǘ ŀƭƻƴŜ ǘƘŜ Ƴƛƭƭƛƻƴǎ ƻŦ ǎƛǘŜǎ ƛƴ ǘƘŜ ά[ƻƴƎ ¢ŀƛƭέ ƻŦ LƴǘŜǊƴŜǘ ŎƻƴǘŜƴǘτ
determine whether they would be considered adolescent-oriented?  By the same token, how 
ǎƘƻǳƭŘ ŀ ƭŜƎƛǎƭŀǘƻǊ ŦƻƭƭƻǿƛƴƎ LƭƭƛƴƻƛǎΩǎ ŀǇǇǊƻŀŎƘ όŘŜŦƛƴƛƴƎ ǘƘŜ ǎŎƻǇŜ ƻŦ ǘƘŜ /htt! нΦл ƭŀǿ ƛƴ 
terms of site functionality) decide which features should trigger age verification requirements? 

To the extent PI-collecting Site operators might be unsure whether a COPPA 2.0 age verification 
mandate would apply to them, they would likely take one of the following steps to minimize 
their potential liability.  

1. Trying to Block All Adolescents 

Of course, since PI-collecting Site operators do not know which would-be users are minors 
without an age verification system (and perhaps not even then!), the most they could do would 
be to claim that they block access by adolescents.  Websites can certainly try to block users who 
initially admit to being under 18 from trying to register again for the site.97  But this approach is 
only effective to the extent that adolescents are naïve enough to admit their true age in the 
first place and not to know how to circumvent whatever system the operator has in place for 
preventing users from trying to register for the site after initially being blockedτwhich should 
be relatively simple to do (e.g., by deleting cookies from the site).   

2. Avoiding Actual Knowledge 

Some PI-ŎƻƭƭŜŎǘƛƴƎ {ƛǘŜ ƻǇŜǊŀǘƻǊǎ Ƴŀȅ ƎƛǾŜ ǳǇ ƻƴ ǘƘŜ άŘƛǊŜŎǘŜŘ ŀǘέ ǇǊƻƴƎ ŀƴŘ ǘǊȅ ǘƻ ŀǾƻƛŘ 
ƎŀƛƴƛƴƎ άŀŎǘǳŀƭ ƪƴƻǿƭŜŘƎŜέ ǘƘŀǘ ŀ ǳǎŜǊ ƛǎ ǳƴŘŜǊ му ǎƛƳǇƭȅ ōȅ ŎŜŀǎƛƴƎ ǘƻ ŀǎƪ ŦƻǊ ŀƎŜ ƛƴŦƻǊƳŀǘƛƻƴ 
upon the creation of a user accountτor perhaps by no longer requiring the creation of user 
accounts altogether.  But this is a dangerous gamble because, if a site is ultimately found to be 
άŀŘƻƭŜǎŎŜƴǘ-ƻǊƛŜƴǘŜŘΣέ not asking for age upon sign-up might be considered a serious violation 

                                                      

94. See supra note 13 and at 17. 

95. See supra note 74. 

96. Data obtained from Google Ad Planner on Mar. 1, 2009, https://www.google.com/adplanner/planning (by 
limiting age to 0-17). 

97. See supra at 29. 

https://www.google.com/adplanner/planning
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in itself.98  ¢Ƙƛǎ ά/ŀǘŎƘ-ннέ ǇƭŀŎŜǎ ǎite operators in a difficult and legally precarious positionτ 
especially significant smaller site operators trying to raise funding. 

Other operators may reduce human moderation of their site in order to avoid situations in 
which an employee might learn that a user is under 18 (e.g., by reading their comments or 
profile).  This is precisely the sort of perverse incentive that Congress attempted to avoid in 
passing Section 230 of the Communications Decency Act of 1996, which fully immunized online 
intermediarƛŜǎ ŦǊƻƳ ƭƛŀōƛƭƛǘȅ ŜǾŜƴ ƛŦ ǘƘŜȅ ƳŀŘŜ άƎƻƻŘ {ŀƳŀǊƛǘŀƴέ ŜŦŦƻǊǘǎ ǘƻ ǎŜƭŦ-police their sites 
for objectionable content.99  (The FTC has already created this perverse incentive under COPPA, 
but given the demand among parents for heavy moderation on child-orienteŘ ǎƛǘŜǎΣ /htt!Ωǎ 
perverse incentive may have had little effect.100)   Thus, COPPA 2.0 proposals could lead to less 
ǇǊƻǘŜŎǘƛƻƴ ŦƻǊ ƳƛƴƻǊǎΣ ƴƻǘ ƳƻǊŜΣ ōȅ ŘƛǎŎƻǳǊŀƎƛƴƎ ǎƛǘŜ ƻǇŜǊŀǘƻǊǎ ŦǊƻƳ άŎƘŀǇŜǊƻƴƛƴƎέ ƛƴǘŜǊŀŎǘƛƻƴ 
on their sites. 101 

3. Age-Verifying All Users 

COPPA нΦлΩǎ ƎǊŜŀǘŜǎǘ ǘƘǊŜŀǘ ƛǎ ǘƘŀǘ ƭŀǊƎŜ ƴǳƳōŜǊǎ ƻŦ tL-collecting Site operators would beτor 
would feelτcompelled to require age-verification of large numbers of adults as users.  There is 
currently no age verification requirement other than COPPA, which affects adults only to the 
extent that parents need to establish their parental relationship to their kids.  But COPPA 
affects few other adults because few adults want to use child-oriented PI-collecting sites like 
5ƛǎƴŜȅΩǎ /ƭǳō tŜƴƎǳƛƴΦ  /htt! нΦл ǇǊƻǇƻǎŀƭǎ ǿƻǳld either directly require age verification of all 
ŀŘǳƭǘǎ ǿƘƻ ǿŀƴǘŜŘ ǘƻ ǳǎŜ άǎƻŎƛŀƭ ƴŜǘǿƻǊƪƛƴƎ ǎƛǘŜǎέ όŀǎ ǇǊƻǇƻǎŜŘ ƛƴ Lƭƭƛƴƻƛǎύ ƻǊ indirectly require 
ƳǳŎƘ ǘƘŜ ǎŀƳŜ ǘƘƛƴƎ ōȅ ƳŀƴŘŀǘƛƴƎ ŀƎŜ ǾŜǊƛŦƛŎŀǘƛƻƴ ŦƻǊ άŀŘƻƭŜǎŎŜƴǘ-ƻǊƛŜƴǘŜŘ ǎƛǘŜǎέ όŀǎ 
proposed in New Jersey).  Indeed, this may be precisely what some COPPA 2.0 advocates want, 
ǎƛƴŎŜ ǘƘŜȅ Ƴŀȅ ŜƴǾƛǎƛƻƴ ƛǘ ŀǎ ǘƘŜ ƻƴƭȅ ǿŀȅ ǘƻ ƳŀƪŜ ǘƘŜ LƴǘŜǊƴŜǘ ǘǊǳƭȅ άǎŀŦŜέ ŦƻǊ ŀŘƻƭŜǎŎŜƴǘǎΦ   

.ǳǘ ŦŜǿ ǇǊƻǇƻƴŜƴǘǎ ǿƻǳƭŘ ƳŀƪŜ ǎǳŎƘ ŀ Ǝƻŀƭ ŜȄǇƭƛŎƛǘΣ ŦƻǊ ǘƘŜȅ ƪƴƻǿ ǘƘŀǘ ǎǳŎƘ ŀ άǎŎŀƭŜŘ-upέ 
COPPA would essentially converge with COPA as a broad age verification mandate.  As noted 
below, this highlights the First Amendment implications of trying to turn COPPA into something 
it was not designed to be:  not merely a tool for enhancing parental ƛƴǾƻƭǾŜƳŜƴǘ ŀƴŘ ƪƛŘǎΩ 
privacy, but a broad mandate for child safety. 

                                                      

98. For example, the amount of a penalty imposed on an operator deemed to be in violation would depend 
ƻƴ άwŜǎǇƻƴŘŜƴǘϥǎ ƎƻƻŘ ŦŀƛǘƘέ ŀƴŘ ά¢ƘŜ ŘŜǘŜǊǊŜƴǘ ŜŦŦŜŎǘ ƻŦ ǘƘŜ ǇŜƴŀƭǘȅ ŀŎǘƛƻƴΦέ  мс /ΦCΦwΦ Ϡ мΦстόōύ ϧ όŘύΦ 

99. άbƻ ǇǊƻǾƛŘŜǊ ƻǊ ǳǎŜǊ ƻŦ ŀƴ ƛƴǘŜǊŀŎǘƛǾŜ ŎƻƳǇǳǘŜǊ ǎŜǊǾƛŎŜ ǎƘŀƭƭ ōŜ ƘŜƭŘ ƭƛŀōƭŜ ƻƴ ŀŎŎƻǳƴǘ ƻŦ Χ ŀƴȅ ŀŎǘƛƻƴ 
taken to enable or make available to information content providers or others the technical means to restrict access 
ǘƻ ƳŀǘŜǊƛŀƭ Χ ƳŀǘŜǊƛŀƭ ǘƘŀǘ ǘƘŜ ǇǊƻǾƛŘŜǊ ƻǊ ǳǎŜǊ ŎƻƴǎƛŘŜǊǎ ǘƻ ōŜ ƻōǎŎŜƴŜΣ ƭŜǿŘΣ ƭŀǎŎƛǾƛƻǳǎΣ ŦƛƭǘƘȅΣ ŜȄŎŜǎǎƛǾŜƭȅ 
ǾƛƻƭŜƴǘΣ ƘŀǊŀǎǎƛƴƎΣ ƻǊ ƻǘƘŜǊǿƛǎŜ ƻōƧŜŎǘƛƻƴŀōƭŜΧΦέ пт ¦Φ{Φ/Φ Ϡ нолόŎύόнύΦ 

100. See COPPA FAQ, supra note 58Σ vǳŜǎǘƛƻƴ пмόōύ όά²Ƙŀǘ ƘŀǇǇŜƴǎ ƛŦ ŀ ŎƘƛƭŘ Ǿƛǎƛǘǎ ŀ ŎƘŀǘ ǊƻƻƳ ƻǊ ŎǊŜŀǘŜǎ ŀ 
ōƭƻƎ ŀƴŘ ŀƴƴƻǳƴŎŜǎ Ƙƛǎ ƻǊ ƘŜǊ ŀƎŜΚέύΦ  ¢ƘŜ C¢/ ŀƴǎǿŜǊǎΥ  ά¸ƻǳ Ƴŀȅ ōŜ ŎƻƴǎƛŘŜǊŜŘ ǘƻ ƘŀǾŜ ŀŎǘǳŀƭ ƪƴƻǿƭŜŘƎŜ ǿƛǘƘ 
respect to that child if someone from your organization sees the post, or if someone alerts you to the post (for 
example, a concerned parent who learns that his child is participating on your site). However, if no one in your 
organization is aware of the post, then you may not have the requisite actual knowledgŜ ǳƴŘŜǊ ǘƘŜ wǳƭŜΦέ  Id.   

101. See infra at 30.   
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VI. The First Amendment Implications of Broad Age Verification Mandates 

Both COPPA and COPA rest on a stratification of users by age, but the approach of the two laws 
is very different:  WhilŜ /htt! ǊŜǉǳƛǊŜǎ ŀƎŜ ǾŜǊƛŦƛŎŀǘƛƻƴ ƛŦ ŎƻƴǘŜƴǘ ƛǎ άŘƛǊŜŎǘŜŘ ŀǘέ ƳƛƴƻǊǎ ǳƴŘŜǊ 
age 13, COPA would have required that all website operators restrict access to material 
ŘŜŜƳŜŘ άƘŀǊƳŦǳƭ ǘƻ ƳƛƴƻǊǎέ ōȅ ƳƛƴƻǊǎ ǳƴŘŜǊ ǘƘŜ ŀƎŜ ƻŦ мт ŀƴŘ ǘƘŜǊŜŦƻǊŜ ǊŜǉǳƛǊŜǎ ŀƎŜ 
verification of all users who attempt to access such content (in order to identify minors).  
COPPA is focused on certain kinds of potentially harmful contacts102 while COPA is focused on 
potentially harmful content.103   

But by expanding the age range of COPPA to include adolescents, COPPA 2.0 proposals 
essentially converge with COPA, reaching the same practical consequence:  age verification 
mandates for large numbers of adults as users (not as parents).  Only the scope of sites covered 
by the laws is different:  under COPA, sites deemed άƘŀǊƳŦǳƭ ǘƻ ƳƛƴƻǊǎ,έ and, under COPPA 2.0, 
adolescent-oriented or certain social networking sites.  Thus, to the extent that COPPA 2.0 
proposals require age verification of adults, they would be subject to constitutional attacks 
similar to those against COPA.  But COPPA 2.0 proposals would also burden the rights of adults 
to communicate with adolescents and the free speech rights of adolescents.   

Finally, the fact that COPPA (like COPA) applies only to commercial sites would do little to 
protect it from constitutional attack, because in a world of user-generated content, the 
commercial nature of a site has little to do with the commercial/non-commercial nature of the 
speech carried on it.  For example, obviously commercial sites like MySpace and Facebook serve 
as platforms for a wide variety of not-for-profit and political communications.   

A. First Amendment Rights of Adults  

After a decade-long court battle over the constitutionality of COPA, the U.S. Supreme Court in 
January 2009 rejected ǘƘŜ ƎƻǾŜǊƴƳŜƴǘΩǎ ƭŀǘŜǎǘ ǊŜǉǳŜǎǘ ǘƻ ǊŜǾƛǾŜ ǘƘŜ ƭŀǿΣ ƳŜŀƴƛƴƎ ƛǘ ƛǎ ƭƛƪŜƭȅ 
dead.104  Three of the key reasons the courts struck down COPA would also apply to COPPA 2.0 
proposals.   

1. Anonymous Speech Rights of Adults 

COPA burdened the speech rights of adults to access information subject to age verification 
requirements, both by making speech more difficult and by stigmatizing it.  In 2003, the Third 
/ƛǊŎǳƛǘ ƴƻǘŜŘ ǘƘŀǘ ŀƎŜ ǾŜǊƛŦƛŎŀǘƛƻƴ ǊŜǉǳƛǊŜƳŜƴǘǎ άǿƛƭƭ ƭƛƪŜƭȅ ŘŜǘŜǊ Ƴŀƴȅ ŀŘǳƭǘǎ ŦǊƻƳ ŀŎŎŜǎǎƛƴƎ 
restricted content, because many Web users are simply unwilling to provide identification 
information in order to gain access to content, especially where the information they wish to 

                                                      

102. See supra at 9. 

103. /ht! ƳŀƪŜǎ ƛǘ ƛƭƭŜƎŀƭ ǘƻ άƪƴƻǿƛƴƎƭȅ Χ ƳŀƪŜώϐ ŀƴȅ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ŦƻǊ ŎƻƳƳŜǊŎƛŀƭ ǇǳǊǇƻǎŜǎ ǘƘŀǘ ƛǎ 
available to any minor anŘ ǘƘŀǘ ƛƴŎƭǳŘŜǎ ŀƴȅ ƳŀǘŜǊƛŀƭ ǘƘŀǘ ƛǎ ƘŀǊƳŦǳƭ ǘƻ ƳƛƴƻǊǎΦέ  пт ¦Φ{Φ/Φ номΦ  

104.  See Adam Thierer, The Progress & Freedom Foundation, Closing the Book on COPA, PFF Blog, Jan. 21, 
2009, http://blog.pff.org/archives/2009/01/closing_the_boo.html.  See also Alex Harris, Child Online Protection Act 
Still Unconstitutional, http://cyberlaw.stanford.edu/packet/200811/child-online-protection-act-still-
unconstitutional. 

http://blog.pff.org/archives/2009/01/closing_the_boo.html
http://cyberlaw.stanford.edu/packet/200811/child-online-protection-act-still-unconstitutional
http://cyberlaw.stanford.edu/packet/200811/child-online-protection-act-still-unconstitutional
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ŀŎŎŜǎǎ ƛǎ ǎŜƴǎƛǘƛǾŜ ƻǊ ŎƻƴǘǊƻǾŜǊǎƛŀƭΦέ105  In 2008, in striking down COPA for the third and final 
time, the Third Circuit approvingly quoted the district court, which had noted that part of the 
reason age verification requirements deterred users from accessing restricted content was 
άōŜŎŀǳǎŜ LƴǘŜǊƴŜǘ ǳǎŜǊǎ ŀǊŜ ŎƻƴŎŜǊƴŜŘ ŀōƻǳǘ ǎŜŎǳǊƛǘȅ ƻƴ ǘƘŜ LƴǘŜǊnet and because Internet 
ǳǎŜǊǎ ŀǊŜ ŀŦǊŀƛŘ ƻŦ ŦǊŀǳŘ ŀƴŘ ƛŘŜƴǘƛǘȅ ǘƘŜŦǘ ƻƴ ǘƘŜ LƴǘŜǊƴŜǘΦέ106  The district court had held that: 

Requiring users to go through an age verification process would lead to a distinct 
loss of personal privacy. Many people wish to browse and access material privately 
and anonymously, especially if it is sexually explicit. Web users are especially 
unlikely to provide a credit card or personal information to gain access to sensitive, 
personal, controversial, or stigmatized content on the Web. As a result of this desire 
to remain anonymous, many users who are not willing to access information non-
anonymously will be deterred from accessing the desired information.107  

The Supreme Court has recognized the vital importance of anonymous speech in the context of 
traditional publication: 

Anonymous pamphlets, leaflets, brochures and even books have played an 
important role in the progress of mankind.  Great works of literature have 
frequently been produced by authors writing under assumed names.  Despite 
ǊŜŀŘŜǊǎΩ ŎǳǊƛƻǎƛǘȅ ŀƴŘ ǘƘŜ ǇǳōƭƛŎΩǎ ƛƴǘŜǊŜǎǘ ƛƴ ƛŘŜƴǘƛŦȅƛƴƎ ǘƘŜ ŎǊŜŀǘƻǊ ƻŦ ŀ ǿƻǊƪ ƻŦ ŀǊǘΣ 
an author generally is free to decide whether or not to disclose his or her true 
identity.  The decision in favor of anonymity may be motivated by fear of economic 
or official retaliation, by concern about social ostracism, or merely by a desire to 
ǇǊŜǎŜǊǾŜ ŀǎ ƳǳŎƘ ƻŦ ƻƴŜΩǎ ǇǊƛǾŀŎȅ ŀǎ ǇƻǎǎƛōƭŜΦ  ²ƘŀǘŜǾŜǊ ǘƘŜ ƳƻǘƛǾŀǘƛƻƴ Ƴŀȅ ōŜΣ ŀǘ 
least in the field of literary endeavor, the interest in having anonymous works enter 
the marketplace of ideas unquestionably outweighs any public interest in requiring 
ŘƛǎŎƭƻǎǳǊŜ ŀǎ ŀ ŎƻƴŘƛǘƛƻƴ ƻŦ ŜƴǘǊȅΦ !ŎŎƻǊŘƛƴƎƭȅΣ ŀƴ ŀǳǘƘƻǊΩǎ ŘŜŎƛǎƛƻƴ ǘƻ ǊŜƳŀƛƴ 
anonymous, like other decisions concerning omissions or additions to the content 
of a publication, is an aspect of the freedom of speech protected by the First 
Amendment.108 

By imposing broad age verification requirements, COPPA 2.0 would restrict the rights of adults 
to send and receive information anonymously just as COPA did.  If anything, the speech 
burdened by COPPA 2.0 deserves more protection, not less, than the speech burdened by 
/ht!Υ  ²ƘŜǊŜ /ht! ƳŜǊŜƭȅ ōǳǊŘŜƴŜŘ ŀŎŎŜǎǎ ǘƻ ŎƻƴǘŜƴǘ ŘŜŜƳŜŘ άƘŀǊƳŦǳƭ ǘƻ ƳƛƴƻǊǎέ όviz., 
pornography), COPPA 2.0 would burden access to material by adults as well as minors not 

                                                      

105.  American Civil Liberties Union v. Ashcroft, 322 F.3d 240, 259 (3d Cir. 2003) (ACLU II). 

106.  American Civil Liberties Union v. Ashcroft, 534 F.3d 181, 196 (3d Cir. 2008) (ACLU III) (Gonzales, 478 F. 
Supp. 2d 775 at 806).   

107. Gonzales at 805.   

108. aŎLƴǘȅǊŜ ǾΦ hƘƛƻ 9ƭŜŎǘƛƻƴǎ /ƻƳƳΩƴΣ рмп ¦Φ{Φ оопΣ опн όмффрύ όǎǘǊƛƪƛƴƎ Řƻǿƴ ƭŀǿ ǘƘŀǘ ǇǊƻƘƛōƛǘŜŘ 
distribution of anonymous campaign literature); see also Talley v. California, 362 U.S. 60 (1960) (striking down a 
state law that forbade all anonymous leafletting). 



Page 26 Progress on Point 16.11 

ōŜŎŀǳǎŜ ǘƘŀǘ ƳŀǘŜǊƛŀƭ ƛǎ ƘŀǊƳŦǳƭ ƻǊ ƻōǎŎŜƴŜ ōǳǘ ƳŜǊŜƭȅ ōŜŎŀǳǎŜ ƛǘ ƛǎ άŘƛǊŜŎǘŜŘ ŀǘέ ƳƛƴƻǊǎΗ  
Thus, the content covered by COPPA 2.0 proposals could include not merely pornography, but 
communications about political nature, which deserved the highest degree of First Amendment 
protection. 

2. Speech Rights of Site Operators 

The necessary corollary of blocking adults from accessing certain content anonymouslyτand 
thereby deterring some users from accessing that contentτis that COPPA 2.0, like COPA, would 
necessarily reduce the audience size of PI-collecting sites subject to age verification mandates.  
Furthermore, such mandates would encourage websites to self-censor themselves to avoid 
ƻŦŦŜǊƛƴƎ ŎƻƴǘŜƴǘ ǘƘŜȅ ŦŜŀǊ ŎƻǳƭŘ ōŜ ŎƻƴǎƛŘŜǊŜŘ άŘƛǊŜŎǘŜŘ ŀǘέ ŀŘƻƭŜǎŎents because doing so 
might subject them to an age verification mandateτor to legal liability if they fail to implement 
age verification.  The substantial cost of age verification could significantly impact, if not make 
impossible, the business models of many PI-collecting sites, which generally do not charge for 
content and rely instead on advertising revenues.  The Third Circuit cited all of these burdens 
on the free speech rights of website operators in striking down COPA.109 

3. Less Restrictive Alternatives to Regulation 

TƘŜ ¢ƘƛǊŘ /ƛǊŎǳƛǘ ŘǊŜǿ ƻƴ ǘƘŜ {ǳǇǊŜƳŜ /ƻǳǊǘΩǎ нллп ŘŜŎƛǎƛƻƴ ǎǘǊƛƪƛƴƎ Řƻǿƴ /ht! ƻƴ ǘƘŜ 
ƎǊƻǳƴŘǎ ǘƘŀǘ άώōϐƭƻŎƪƛƴƎ ŀƴŘ ŦƛƭǘŜǊƛƴƎ ǎƻŦǘǿŀǊŜ ƛǎ ŀƴ ŀƭǘŜǊƴŀǘƛǾŜ ǘƘŀǘ ƛǎ ƭŜǎǎ ǊŜǎǘǊƛŎǘƛǾŜ ǘƘŀƴ 
COPA, and, in addition, likely more effective as a means of ǊŜǎǘǊƛŎǘƛƴƎ ŎƘƛƭŘǊŜƴΩǎ ŀŎŎŜǎǎ ǘƻ 
ƳŀǘŜǊƛŀƭǎ ƘŀǊƳŦǳƭ ǘƻ ǘƘŜƳΦέ110  Similarly, parental control software already empowers parents 
ǘƻ ǊŜǎǘǊƛŎǘ ǘƘŜƛǊ ƪƛŘǎΩ ŀŎŎŜǎǎ ǘƻ tL-ŎƻƭƭŜŎǘƛƴƎ ǎƛǘŜǎΦ  όLǘΩǎ ǇŀǊǘƛŎǳƭŀǊƭȅ Ŝŀǎȅ ŦƻǊ ǇŀǊŜƴǘǎ ǘƻ ǊŜǎǘǊƛŎǘ 
access to the leading social networking sites that seem to be driving so much of the push for 
COPPA 2.0, so that their kids.) 

Thus, the free speech rights burdened COPPA 2.0 proposals are at least as important as those 
burdened by COPA, and blocking software already empowers parents ǘƻ ǊŜǎǘǊƛŎǘ ǘƘŜƛǊ ƪƛŘǎΩ 
access to PI-collecting sites, just as it allows parents to restrict access to pornography. Of 
course, if COPPA 2.0 laws were actually enacted and subject to legal challenge, the outcome of 
the case would depend largely on the level of constitutional scrutiny involved.  COPPA 2.0 
advocates might argue that, whatever the rights at stake, a lower level of constitutional scrutiny 
should apply because COPPA 2.0 does not target a special category of content.  If true, this 
could mean thaǘΣ ŀƭǘƘƻǳƎƘ ŀƎŜ ǾŜǊƛŦƛŎŀǘƛƻƴ ƳŀƴŘŀǘŜǎ ǘƻ ǊŜǎǘǊƛŎǘ ŀŎŎŜǎǎ ǘƻ άƘŀǊƳŦǳƭέ ƳŀǘŜǊƛŀƭ 
are unconstitutional, far more sweeping mandates restricting access to non-harmful 
information could be constitutional.  Such inconsistency is indeed a perverse consequence of 
the fact that our First Amendment jurisprudence focuses not on the rights at stake, but on 
ǿƘŜǘƘŜǊ ŀ ǊŜƎǳƭŀǘƛƻƴ ƛǎ άŎƻƴǘŜƴǘ-ƴŜǳǘǊŀƭέ ƛƴ ŘŜŎƛŘƛƴƎ ǿƘŀǘ ƭŜǾŜƭ ƻŦ ǎŎǊǳǘƛƴȅ ǘƻ ŀǇǇƭȅτwhich, in 

                                                      

109.  See ACLU III, 534 F.3d at 196-97 (citing Gonzales ŀǘ улпύΦ  ¢ƘŜ /ƻǳǊǘ ƘŜƭŘ ǘƘŀǘ ǿŜōǎƛǘŜǎ άŦŀŎŜ ǎƛƎƴƛŦƛŎŀƴǘ 
Ŏƻǎǘǎ ǘƻ ƛƳǇƭŜƳŜƴǘ ώ/ht!Ωǎ ŀƎŜ ǾŜǊƛŦƛŎŀǘƛƻƴ ƳŀƴŘŀǘŜǎϐ ŀƴŘ ǿƛƭƭ ǎǳŦfer the loss of legitimate visitors once they do 
ǎƻΦέ  Id. at 197. 

110.  Id. at 198 (quoting ACLU v. Mukasey, 534 F.3d 181, 198 (2008)).  
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turn, often determines the outcome of the case.111  But in this case, COPPA 2.0 proposals likely 
would be subject to strict scrutiny to the extent that they are, like COPA, focused on a certain 
category of content: that άŘƛǊŜŎǘŜŘ ŀǘέ ŀŘƻƭŜǎŎŜƴǘǎ όǊŀǘƘŜǊ ǘƘŀƴ άƘŀǊƳŦǳƭ ǘƻ ƳƛƴƻǊǎέύΦ   

Legislators who attempt to escape strict scrutiny by defining the scope of their bill (as in Illinois) 
not by its targeted audience but by reference to specific functional capabilities (in the definition 
ƻŦ άǎƻŎƛŀƭ ƴŜǘǿƻǊƪƛƴƎ ǎƛǘŜέύ112 will likely find that a court will see through such window-
dressing:  If they recognize that such bills are nonetheless aimed at a certain category of 
adolescent-oriented content, they will apply strict scrutiny anyway.  But even under 
intermediate scrutiny, COPPA 2.0 proposals would be subject to serious attack. 

B. First Amendment Rights of Adolescents 

In addition, in COPPA 2.0 approaches, the government would restrict the ability of adolescents 
to access content, not because it could be harmful to them or because it is obscene, but merely 
ōŜŎŀǳǎŜ ƛǘ ƛǎ άŘƛǊŜŎǘŜŘ ǘƻέ ǘƘŜƳΦ  While the First Amendment rights of minors may not be on 
par with those of adults, adolescents do have the right to access certain types of information 
and express themselves in certain ways.113  The Supreme Court has held that άŎƻƴǎǘƛǘǳǘƛƻƴŀƭ 
rights do not mature and come into being magically only when one attains the state-defined 
ŀƎŜ ƻŦ ƳŀƧƻǊƛǘȅΦέ114  It remains unclear how an expanded COPPA model might interfere with the 
First Amendment rights of adolescents, but it is clear that privacy and speech rights would 
come into conflict under COPPA 2.0, as they do in other contexts.115   

                                                      

111.  Ashutosh Avinash Bhagwat, The Test that Ate Everything: Intermediate Scrutiny in First Amendment 
Jurisprudence, 2007 U. Ill. Law. Rev. 783 (2007), available at 
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=887566.   

112. See supra note 74. 

113.  See Theresa Chmara & Daniel Mach, Minors' Rights to Receive Information Under the First Amendment, 
Memorandum from  Jenner & Block to the Freedom To Read Foundation, Feb. 2, 2004, 
www.ala.org/ala/aboutala/offices/oif/ifissues/issuesrelatedlinks/minorsrights.cfm (summarizing case law 
ǊŜƎŀǊŘƛƴƎ ƳƛƴƻǊǎΩ ŦƛǊǎǘ ŀƳŜƴŘƳŜƴǘ ǊƛƎƘǘǎΣ ŜǎǇŜŎƛŀƭƭȅ ƛƴ ǎŎƘƻƻƭǎ ŀƴŘ ƛƴ ǘƘŜ ŎƻƴǘŜȄǘ ƻŦ ƳŀƴŘŀǘŜǎ ǘƘŀǘ ǇǳōƭƛŎ ƭƛōǊŀǊƛŜǎ 
filter Internet content); United States v. American Library Ass'n, 123 S. Ct. 2297 (2003), available at 
laws.findlaw.com/us/000/02-361.html (upholding the constitutionality of a filtering software system applicable to 
minors); see generally, Tinker v. Des Moines Ind. /ƻƳƳΦ {ŎƘƻƻƭ 5ƛǎǘΦΣ офо ¦Φ{Φ рло όмфсфύ όǳǇƘƻƭŘƛƴƎ ǎǘǳŘŜƴǘǎΩ 
rights to wear protest armbands and affirming that minors have speech rights) available at 
www.oyez.org/cases/1960-1969/1968/1968_21; cf. Morse v. Frederick, 551 U.S. 393 (2007), available at 
www.oyez.org/cases/2000-2009/2006/2006_06_278/ (holding that the First Amendment rights of students in 
school and at school-supervised events are not as broad as those of adults in other settings).   

114. Planned Parenthood of Cent. Mo. v. Danforth, 428 U.S. 52, 74 (1976) όƳƛƴƻǊǎΩ ǊƛƎƘǘ ǘƻ ŀōƻǊǘƛƻƴύΦ  See also 
Bellotti v. Baird, 443 U.S. 622, 635 n.13 (ƳƛƴƻǊǎ ǇƻǎǎŜǎǎ ŎƭƻǎŜ ǘƻ ǘƘŜ άŦǳƭƭ ŎŀǇŀŎƛǘȅ ŦƻǊ ƛƴŘƛǾƛŘǳŀƭ choice which is the 
ǇǊŜǎǳǇǇƻǎƛǘƛƻƴ ƻŦ CƛǊǎǘ !ƳŜƴŘƳŜƴǘ ƎǳŀǊŀƴǘŜŜǎέ); Catherine Ross, An Emerging Right for Mature Minors to Receive 
Information, 2 U. Pa. J. Const. L. 223 (1999); Lee Tien & Seth Schoen, Reply Comments of the Electronic Frontier 
Foundation filed in Implementation of the Child Safe Viewing Act; Examination of Parental Control Technologies for 
Video or Audio Programming, MB Docket No. 0926, Federal Communications Commission, May 18, 2009, 
http://fjallfoss.fcc.gov/prod/ecfs/retrieve.cgi?native_or_pdf=pdf&id_document=6520216901.   

115. See generally Solveig Singleton, Privacy Versus the First Amendment: A Skeptical Approach, 11 Fordham 
Intell. Prop. Media & Ent. L.J. 97 (2000), available at 

http://papers.ssrn.com/sol3/papers.cfm?abstract_id=887566
http://www.ala.org/ala/aboutala/offices/oif/ifissues/issuesrelatedlinks/minorsrights.cfm
http://laws.findlaw.com/us/000/02-361.html
http://www.oyez.org/cases/1960-1969/1968/1968_21;
http://www.oyez.org/cases/2000-2009/2006/2006_06_278/
http://fjallfoss.fcc.gov/prod/ecfs/retrieve.cgi?native_or_pdf=pdf&id_document=6520216901
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For example, how might the parental-consent based model limit the ability of adolescents to 
ƻōǘŀƛƴ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ άǎŀŦŜǊ ǎŜȄέ ƻǊ Ƙƻǿ ǘƻ ŘŜŀƭ ǿƛǘƘ ǘǊŀǳƳŀΣ ŘŜǇǊŜǎǎƛƻƴΣ ŦŀƳƛƭȅ ŀōǳǎŜΣ or 
addiction.  Would an abusive father authorize a teen to visit a website about how to report 
child abuse?  Would a parent of an adolescent struggling with their sexual identity let their kid 
participate in a self-help social networking page for gay and lesbian youth?116  What rights are 
at play here and how do we reconcile them?   

Maintaining the ability of kids to participate online interactions goes beyond content that most 
people would recognize ŀǎ άǎŜǊƛƻǳǎέτfrom the perspective of both First Amendment values 
and the education of children.  As a recent MacArthur Foundation study of the online youth 
Internet use concluded: 

Contrary to adult perceptions, while hanging out online, youth are picking up basic 
social and technological skills they need to fully participate in contemporary society.  
Erecting barriers to participation deprives teens of access to these forms of 
learning.  Participation in the digital age means more than being able to access 
άǎŜǊƛƻǳǎέ ƻƴƭƛƴŜ ƛƴŦƻǊƳŀǘƛƻƴ ŀƴŘ ŎǳƭǘǳǊŜΦ117  

It was at least in part in recognition of such difficult First Amendment questions that Congress 
removed the requirement in the initial legislative draft of COPPA that would have required PI-
ōŀǎŜŘ ǎƛǘŜǎ ǘƻ άǳǎŜ ǊŜŀǎƻƴŀōƭŜ ŜŦŦƻǊǘǎ ǘƻ ǇǊƻǾƛŘŜ ǘƘŜ ǇŀǊŜƴǘǎ ǿƛǘƘ ƴƻǘƛŎŜ ŀƴŘ ŀn opportunity to 
prevent or curtail the collection or use of personal information collected from children over the 
ŀƎŜ ƻŦ мн ŀƴŘ ǳƴŘŜǊ ǘƘŜ ŀƎŜ ƻŦ мтΦέ118   

                                                                                                                                                                           

http://law.fordham.edu/publications/articles/200flspub6588.pdf; Eugene Volokh, Freedom of Speech and 
Information Privacy: The Troubling Implications of a Right to Stop People from Speaking About You, 52 Stan. L. Rev. 
1175 (2000), available at www.law.ucla.edu/volokh/privacy.htm.   

116. ά¢ƘŜǊŜ ŀǊŜ ǇŀǊŜƴǘǎ ǿƘƻΣ ŦƻǊ ŀ ǾŀǊƛŜǘȅ ƻŦ ǊŜŀǎƻƴǎ όǇƻƭƛǘƛŎŀƭΣ ŎǳƭǘǳǊŀƭΣ ƻǊ ǊŜƭƛƎƛƻǳǎ ōŜƭƛŜŦǎΣ ƛƎƴƻǊŀƴŎŜ ƻŦ ǘƘŜ 
facts, fear of being exposed as abusers, etc.), would deliberately prevent their teens from accessing social-network 
ǎƛǘŜǎ ό{b{ύΦέ   ISTTF Final Report, supra note 8, Appendix F, Statement of Connect Safely, at 262 (listing examples of 
unintended consequences of age verification mandates). 

117.  John D. and Catherine T. MacArthur Foundation, Living and Learning with New Media: Summary of 
Findings from the Digital Youth Project, at 2 [hereinafter MacArthur Study] 
http://digitalyouth.ischool.berkeley.edu/files/report/digitalyouth-WhitePaper.pdf. 

118. This requirement was contained in the original bill, supra note 14 § 3(a)(2)(A)(iii), but was removed when 
that bill was reintroduced in its final form.  In the interim, Congress held a hearing at which testimony was offered 
by, among others, Deirdre Mulligan of the Center for Democracy and Technology, which generally supported 
COPPA but argued for the very revisions that were ultimately made.  In particular, Mulligan argued that: 

Under the bill each time a 15 year old signs-up to receive information through email his or her 
parent would be notified. For example if a 15 year old visits a site, whether a bookstore or a 
women's health clinic where material is made available for sale and requests information about 
purchasing a particular book or merely inquires about books on a particular subject (abuse, religion) 
using their email address the teenager's parent would be notified. This may chill older minors in 
pursuit of information. 

Mulligan Testimony, supra note 15. 

http://law.fordham.edu/publications/articles/200flspub6588.pdf
http://www.law.ucla.edu/volokh/privacy.htm
http://digitalyouth.ischool.berkeley.edu/files/report/digitalyouth-WhitePaper.pdf
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9ǾŜƴ ƛŦ ǇŀǊŜƴǘǎ ƘŀǾŜ ŀƴ ŀōǎƻƭǳǘŜ ǊƛƎƘǘ ǘƻ ōƭƻŎƪ ǘƘŜƛǊ ŀŘƻƭŜǎŎŜƴǘǎΩ ŀŎŎŜǎǎ ǘƻ ǎǳŎƘ ŘŀǘŀΣ ǘƘŜȅ Ŏŀƴ 
already exercise that right by applying strict controls on the computers in their home.  COPPA 
нΦл ǇǊƻǇƻǎŀƭǎ Ǝƻ ǿŜƭƭ ōŜȅƻƴŘ ǊŜŎƻƎƴƛȊƛƴƎ ǘƘƛǎ ǊƛƎƘǘ ōȅ ǎŜǘǘƛƴƎ ǘƘŜ ŘŜŦŀǳƭǘ ǘƻ άǇŀǊŜƴǘŀƭ ŎƻƴǎŜƴǘ 
ǊŜǉǳƛǊŜŘέ ŦƻǊ ŀŘƻƭŜǎŎŜƴǘǎ ǘƻ ŀŎŎŜǎǎ ŀ ǿƛŘŜ ǊŀƴƎŜ ƻŦ ŎƻƴǘŜƴǘτmeaning that ǇŀǊŜƴǘǎ Ƴǳǎǘ άƻǇǘ-
ƛƴέ ƻƴ ōŜƘŀƭŦ ƻŦ ǘƘŜƛǊ ŎƘƛƭŘǊŜƴ ōŜŦƻǊŜ ǘƘŜƛǊ ŎƘƛƭŘǊŜƴ Ŏŀƴ ǇŀǊǘƛŎƛǇŀǘŜ ƛƴ tL-collecting sites.  This, in 
turn, burdens the ability of adolescents to communicate, because their parents might censor 
(rightly or wrongly) certain information, or simply fail to understand the technologies involved 
or to be actively engaged.  But whatever the free speech rights of adolescents, if anyone should 
be interfering with those rights, it should be their parentsτnot the government.   

Some parents may object that, however effective parental control software may be in the 
ƘƻƳŜΣ ƛǘ ŘƻŜǎ ƴƻǘ ŀƭƭƻǿ ǇŀǊŜƴǘǎ ǘƻ ŎƻƴǘǊƻƭ ǿƘŀǘ ǘƘŜƛǊ ƪƛŘǎΩ ŀŎŎŜǎǎ outside the home.  This 
argument is understandable on some level, but in the end, it amounts to a demand that 
roadblocks be put up everywhere for the sake of particularly sensitive parents at the expense of 
everyone else in society, including potentially huge numbers of adult usersτand of online 
anonymity in general.   

.ǳǘ LƭƭƛƴƻƛǎΩǎ /htt! нΦл ǇǊƻǇƻǎŀƭ ƎƻŜǎ ŜǾŜƴ Ŧurther, not merely expanding COPPA to cover a 
particular variety of social networking sites,119 ōǳǘ ǊŜǉǳƛǊƛƴƎ ǘƘŀǘ ǎǳŎƘ ǎƛǘŜǎ άŀƭƭƻǿ ǘƘŜ ǇŀǊŜƴǘ ƻǊ 
ƎǳŀǊŘƛŀƴ ƻŦ ǘƘŜ ƳƛƴƻǊ ǳƴǊŜǎǘǊƛŎǘŜŘ ŀŎŎŜǎǎ ǘƻ ǘƘŜ ǇǊƻŦƛƭŜ ǿŜōǇŀƎŜ ƻŦ ǘƘŜ ƳƛƴƻǊ ŀǘ ŀƭƭ ǘƛƳŜǎΦέ120  
Congress considered just such a parental access mandate in the initial draft of COPPA legislation 
back in 1998, but ultimately removed it from the final version of the legislation,121 apparently 
ōŜŎŀǳǎŜ ŜǾŜƴ ǎƻƳŜ ƻŦ /htt!Ωǎ ǎǳǇǇƻǊǘŜǊǎ ǿƻǊǊƛŜŘΣ ƎƛǾŜƴ ǘƘŜ ōƛƭƭΩǎ ƛƴƛǘƛŀƭ ŀǇǇƭƛŎŀǘƛƻƴ ǘƻ the 13-
мс ŀƎŜ ōǊŀŎƪŜǘΣ ǘƘŀǘ ά¢ƘŜ ŜǎǘŀōƭƛǎƘƳŜƴǘ ƻŦ ŀ ǇŀǊŜƴǘŀƭ ǊƛƎƘǘ ǘƻ ŀŎŎŜǎǎ ŀƭƭ ǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴ 
about a teenager may intrude on older minorsΩ ǇǊƛǾŀŎȅΣ ǊŀǘƘŜǊ ǘƘŀƴ ǇǊƻǘŜŎǘΦέ122 

C. Communication between Adolescents & Adults 

Finally, COPPA 2.0 could infringe on the free speech rights of adults to communicate with 
adolescents online by driving PI-collecting sites to segregate users by age or to attempt to block 
access by adolescents.  The vast majority of adult-minor interactions online are not of a 
harassing or predatory natureτindeed, they generally involve adults looking to help or assist 
minors in various ways.  As the MacArthur Foundation study cited above concluded: 

In contexts of peer-based learning, adults Χ have an important role to play, though 
it is not the conventionally authoritative one.  In friendship-driven practices, direct 
adult participation is often unwelcome, but in interest-driven groups we found a 
much stronger role for more experiences participants to play.  Unlike instructors in 

                                                      

119. See supra note 74. 

120. SNWARA, supra note 11, § 10(c). 

121. The original COPPA bill required that parents have άaccess to the personal information of the child of that 
parent collected by that websiteΣέ S. 2326, supra note 14, § 3(a)(2)(iv)(I), while the bill as passed instead requires 
ƻƴƭȅ ǘƘŀǘ ǇŀǊŜƴǘǎ ōŜ ƎƛǾŜƴ άa description of the specific types of personal information collected from the child by 
that operatorΣέ мр ¦Φ{Φ/Φ Ϡ срлн(b)(1)(B)(i) (emphasis added).   

122. See Mulligan Testimony, supra note 118. 
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formal educational settings, however, these adults are passionate hobbyists and 
creators, and youth see them as experienced peers, not as people who have 
authority over them. These adults exert tremendous influence in setting communal 
norms and what educators migƘǘ Ŏŀƭƭ άƭŜŀǊƴƛƴƎ ƎƻŀƭǎΣέ though they do not have 
direct authority over newcomers.123   

A substantial portion of those interactions involve parents talking to their own kids, older and 
younger siblings communicating with one another, teachers and mentors talking to their 
students, or even co-workers of different ages communicating.  Even when adult-minor 
communications involve complete strangers, there is typically a socially-beneficial purpose.  
Think of two peopleτone an adult and one a minorτdebating politics on a discussion board, or 
creating a Wikipedia entry together.  What about a presidential campaign website that involves 
millions of volunteers of all ages communicating and collaborating to a common purpose?  
There are countless other examples.  How would such interactions be affected by COPPA 2.0?  
Restricting such interactions would raise profound First Amendment concerns about freedom 
of speech as well as of association.  

In any First Amendment analysis, a court must consider not only the free speech rights at stake 
and the availability of less restrictive alternatives to regulation, but the governmental interest 
being advanced.  Again, neither COPPA nor the COPPA 2.0 proposals discussed herein (in New 
Jersey and Illinois) requires exclusion of older users from a website, nor directly governs the 
sharing of personal information among users (where that sharing does not also constitute 
collection by the site itself).  But separation of adolescents from adults is likely to be an indirect 
effect of COPPA 2.0 requirementsτas COPPA 2.0 advocates probably realizeτbecause, once 
PI-collecting sites are required to age-verify users, they will face reputational, political and 
potentially legal pressure to make interactions between adolescents and children more difficult 
ƛƴ ǘƘŜ ƴŀƳŜ ƻŦ άŎƘƛƭŘ ǎŀŦŜǘȅΦέ  aƻǊŜ ǎǳōǘƭȅΣ ƛŦ tL-collecting site operators have an incentive to 
ŀǾƻƛŘ ōŜƛƴƎ ŎƻƴǎƛŘŜǊŜŘ άŘƛǊŜŎǘŜŘ ŀǘέ ŀŘƻƭŜǎŎŜƴǘǎΣ ǘƘŜȅ ǿƛƭƭ ŀƭǎƻ ƘŀǾŜ ŀƴ ƛƴŎŜƴǘƛǾŜ ǘƻ ŘƛǎŎƻǳǊŀƎŜ 
adolescent participation on their siteτwhich achieves a similar result.   

Here, one must further ask if attempting to quarantine children from adults (however 
indirectly) actually advances, on net, a strong governmental interest in child protection.  Such a 
quarantine is unlikely to stop adults with truly nefarious intentions from communicating with 
minorsΣ ŀǎ ǎȅǎǘŜƳǎ ŘŜǎƛƎƴŜŘ ǘƻ ŜȄŎƭǳŘŜ ǇŀǊǘƛŎƛǇŀǘƛƻƴ ōȅ ŀŘǳƭǘǎ ƛƴ ŀ άƪƛŘǎ-ƻƴƭȅέ ƻǊ άŀŘƻƭŜǎŎŜƴǘs-
ƻƴƭȅέ ŀǊŜŀ Ŏŀƴ ōŜ Ŝŀǎƛƭȅ ŎƛǊŎǳƳǾŜƴǘŜŘΦ  DƛǾŜƴ ǘƘŜ ƭŀŎƪ ƻŦ ǎǘǊƻƴƎ ƛŘŜƴǘƛǘȅ ǊŜŎƻǊŘǎ ŦƻǊ minorsΣ ƛǘΩǎ 
much easier for an adult to pretend to be a minor than vice versa.  The effect of age 
stratification on truly bad actors is likely to be marginal at bestτor harmful at worst:  Building 
walls around adolescents through age-verification might actually make it easier for predators to 
target teens, since a predator who gains access to a supposedly teen-only site will be less likely 
to be exposed as a predator by targeting an adult they think is a teen.  So for the sake of 
marginal (if any) gains in child protection, would we not be excluding beneficial interaction 
between adults and minors?   

                                                      

123.  MacArthur Study, supra note 117, at 39 (emphasis added). 
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To hear some of the advocates of COPPA 2.0 talk about how teens currently behave online, one 
might think that online environments in which adolescents were left to their own devicesτ
imagine ŀ  ά¢ŜŜƴ aȅ{ǇŀŎŜέ ŦƻǊ ǘƘŜ мо-17 crowd, walled off from the rest of MySpaceτwould 
be far worse, perhaps an online version of Lord of the Flies.  These concerns are clearly 
ŜȄŀƎƎŜǊŀǘŜŘΥ  ¢ƘŜ ŎǊƛǘƛŎǎ ŦǊŜǉǳŜƴǘƭȅ ŎƻƳǇƭŀƛƴ ŀōƻǳǘ άǘƘŜ ǿŀȅ ƪƛŘǎ ǘŀƭƪ ǘƻ ŜŀŎƘ ƻǘƘŜǊ these 
Řŀȅǎέ ǿƘƛƭŜ ƭƻƻƪƛƴƎ ŀǘ ǘƘŜƛǊ ƻǿƴ Ǉŀǎǘ ŀŘƻƭŜǎŎŜƴǘ ōŀƴǘŜǊ ǿƛǘƘ ǊƻǎŜ-colored lenses.  What is clear 
is that adolescents (and young adults) behave better in online environments where adults are 
present, too.  Perhaps the best demonstration of this fact has been the uproar from 
ŀŘƻƭŜǎŎŜƴǘǎ ŀƴŘ ȅƻǳƴƎ ŀŘǳƭǘǎ ǘƘŀǘ Ƙŀǎ ŀŎŎƻƳǇŀƴƛŜŘ CŀŎŜōƻƻƪΩǎ ŜȄǇƭƻǎƛǾŜ ƎǊƻǿǘƘ ƛƴ ǇƻǇǳƭŀǊƛǘȅ 
among older users in recent months.124  Many kids hate the idea of adults joining Facebook 
precisely because the presence of adults encourages ƪƛŘǎ ǘƻ άǎŜƭŦ-ǊŜƎǳƭŀǘŜέ ōȅ ŜȄŜǊŎƛǎƛƴƎ ōŜǘǘŜǊ 
judgment and following better netiquette.125   

Anne Collier, founder and executive director of the child safety advocacy organization Net 
Family News, Inc. and editor of NetFamilyNews.org and ConnectSafely.org, suggests that the 
ǇǳǎƘ ŦƻǊ άǎŜƎǊŜƎŀǘƛƻƴέ ōȅ ŀƎŜ όe.g., creating a teen-ƻƴƭȅ ǾŜǊǎƛƻƴ ƻŦ {ŜŎƻƴŘ [ƛŦŜύ ŦƻǊ ǎŀŦŜǘȅΩǎ ǎŀƪŜ 
ƛǎ άƭƻǎƛƴƎ ǎǘŜŀƳέ ōŜŎŀǳǎŜΥ 

itΩs a response to the predator panic teens and parents have been subjected to in 
U.S. society, not to the realities of youth on the social Web. What nearly a decade 
of peer-reviewed academic research shows is that peer-to-peer behavior is the 
online risk that affects many more youth, the vast majority of online kids who are 
not already at-risk youth offline.  Segregating teens from adults online doesnΩt 
address harassment, defamation, imposter profiles, cyberbullying, etc. It may help 
keep online predators away from kids (even though online predation, or abuse 
resulting from online communication, constitutes only 1% of overall child sexual 
ŜȄǇƭƻƛǘŀǘƛƻƴΧύΣ ǿƘƛŎƘ ƛǎ ŀ ƎǊŜŀǘ ƻǳǘŎƻƳŜΣ ōǳǘ ƛǘΩs not enough unless all that parents 
are worried about is predators.126 

                                                      

124.  Justin Smith, Number of US Facebook Users Over 35 Nearly Doubles in Last 60 Days, Inside Facebook Blog 
Mar. 25, 2009, www.insidefacebook.com/2009/03/25/number-of-us-facebook-users-over-35-nearly-doubles-in-
last-60-days/. 

125.  See, e.g., Lori Aratani, ²ƘŜƴ aƻƳ ƻǊ 5ŀŘ !ǎƪǎ ¢ƻ .Ŝ ŀ CŀŎŜōƻƻƪ άϥCǊƛŜƴŘΣέ The Washington Post, Mar. 9, 
2008, www.washingtonpost.com/wp-dyn/content/article/2008/03/08/AR2008030801034.htmlΦ  ϦΨL Řƻ ƴƻǘ ƪƴƻǿ ƛŦ 
this has happened to anybody, but this morning I log on to Facebook and I have a ƴŜǿ ŦǊƛŜƴŘ ǊŜǉǳŜǎǘΗΩ ǿǊƻǘŜ мф-
year-ƻƭŘ aƛƪŜ ¸ŜŀƳŀƴǎΣ ŀ ǎƻǇƘƻƳƻǊŜ ŀǘ WŀƳŜǎ aŀŘƛǎƻƴ ¦ƴƛǾŜǊǎƛǘȅΣ ƻƴ ƻƴŜ ƻŦ ǎŜǾŜǊŀƭ Ψbƻ tŀǊŜƴǘǎ ƻƴ CŀŎŜōƻƻƪΩ 
ƎǊƻǳǇǎ ǘƘŀǘ ƘŀǾŜ ǇƻǇǇŜŘ ǳǇ ƻƴ ǘƘŜ ǎƛǘŜΦ ΨL ŀƳ ŜȄŎƛǘŜŘ ǘƻ ƳŀƪŜ ŀ ƴŜǿ ŦǊƛŜƴŘ ǎƻ L ŎƭƛŎƪ ƻƴ ǘƘŜ ƭƛƴƪΦ L ŎƻǳƭŘ ƴƻǘ ōŜƭƛŜǾŜ 
ǿƘŀǘ L ǎŀǿΦ aȅ ŦŀǘƘŜǊΗ ¢Ƙƛǎ ƛǎ ŀƴ ƻǳǘǊŀƎŜΗΩέ  Id.   

126. Anne Collier, Where Will OnlineTeens Go Next?, May 1, 2009, www.netfamilynews.org/2009/05/where-
will-online-teens-go-next.html (internal citations omitted).  For evidence of at-risk youth, Collier sites the ISTTF 
Final Report, supra note 8.  Regarding the percentage of all child sexual exploitation that results from online 
communication, she cites Janis Wolak, David Finkelhor & Kimberly Mitchell, Crimes Against Children Research 
Center, Trends in Arrests of Online Predators, 2009) www.unh.edu/ccrc/pdf/CV194.pdf; see also, Anne Collier, 
Major Update on Net predators: CACRC study, March 31, 2009, www.netfamilynews.org/2009/03/major-update-
on-net-predators-mostly.html (summarizing study). 

http://www.insidefacebook.com/2009/03/25/number-of-us-facebook-users-over-35-nearly-doubles-in-last-60-days/
http://www.insidefacebook.com/2009/03/25/number-of-us-facebook-users-over-35-nearly-doubles-in-last-60-days/
http://www.washingtonpost.com/wp-dyn/content/article/2008/03/08/AR2008030801034.html
http://www.netfamilynews.org/2009/05/where-will-online-teens-go-next.html
http://www.netfamilynews.org/2009/05/where-will-online-teens-go-next.html
http://www.unh.edu/ccrc/pdf/CV194.pdf
http://www.netfamilynews.org/2009/03/major-update-on-net-predators-mostly.html
http://www.netfamilynews.org/2009/03/major-update-on-net-predators-mostly.html
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/ƻƭƭƛŜǊ ŘƛǎŎǳǎǎŜǎ ǘƘŜ ǇŀǊǘƛŎǳƭŀǊƭȅ ŀŎǳǘŜ ǇǊƻōƭŜƳ ƻŦ άŀŎǘǳŀƭ ƻǊ ǇŜǊŎŜƛǾŜŘ ǎŜȄǳŀƭ ƻǊƛŜƴǘŀǘƛƻƴ ŀƴŘ 
gender expressionΣέ ǿƘƛŎƘ ǘƘŜ Salt Lake Tribune Ƙŀǎ ƴƻǘŜŘ ŀǊŜ άǘǿƻ ƻŦ ǘƘŜ ǘƻǇ ǘƘǊŜŜ ǊŜŀǎƻƴǎ 
ǎŜŎƻƴŘŀǊȅ ǎŎƘƻƻƭ ǎǘǳŘŜƴǘǎ ǎŀƛŘ ǘƘŜƛǊ ǇŜŜǊǎ ǿŜǊŜ Ƴƻǎǘ ƻŦǘŜƴ ōǳƭƭƛŜŘ ŀǘ ǎŎƘƻƻƭΦέ127  This kind of 
harassment recently attracted widespread public attention after two 11-year-old boys 
committed suicide after experiencing anti-gay harassment and bullying at school.128  
bŀǘƛƻƴǿƛŘŜΣ ά[ŜǎōƛŀƴΣ ƎŀȅΣ ōƛǎŜȄǳŀƭΣ ǘǊŀƴǎƎŜƴŘŜǊ ŀƴŘ ǉǳŜǎǘƛƻƴƛƴƎ ȅƻǳǘƘ ŀǊŜ ǳǇ ǘƻ ŦƻǳǊ ǘƛƳŜǎ 
ƳƻǊŜ ƭƛƪŜƭȅ ǘƻ ŀǘǘŜƳǇǘ ǎǳƛŎƛŘŜ ǘƘŀƴ ǘƘŜƛǊ ƘŜǘŜǊƻǎŜȄǳŀƭ ǇŜŜǊǎΦέ129  This child safety risk is 
painfully real, with anti-Ǝŀȅ ƘŀǊŀǎǎƳŜƴǘ ōŜƛƴƎ ƻƴƭȅ ƛǘǎ Ƴƻǎǘ ƻōǾƛƻǳǎ ŦƻǊƳΦ  .ǳǘ άǎŜƎǊŜƎŀǘƛƴƎέ 
teens from adults seems likely to aggravate this problem by removing adults from the mix as a 
potential source of discipline.   

Of course, adults play a critical role in disciplining interaction among the 0-12 age bracket, but 
not as direct participants in on-site interaction.  Again, how many adults actually want to use 
Club Penguin?  Instead, parents can supervise what their kids do online through parental 
control software.  Parents could, of course, use that same software to monitor what their 
adolescent kids do, too.  But as kids get older, most parents realize that the training wheels 
have to come off at some point.  Few parents will want to spy on their 17-year old until the day 
before the kid starts college (or enlists in the military or gets married).  But most parents 
probably would prefer that, if their kids are interacting in an online environment, they think 
twice about what they do and say online.  It is by no means clear that restricting online 
interaction between teens and adults will serve that end. 

VII. The Commerce Clause Implications of State-Level COPPA 2.0  

State-based efforts to expand COPPA or to impose other forms of age/identity verification raise 
additional constitutional concerns:  State-level efforts by state government or state AGs to push 
through an expansion of COPPA would likely violate the Commerce Clause of the U.S. 
Constitution.   

For simplicity, the preceding discussion did not consider how PI-collecting sites would respond 
to COPPA obligations imposed in one U.S. state but not others.  Sites might default to the 
άƭƻǿŜǎǘ ŎƻƳƳƻƴ ŘŜƴƻƳƛƴŀǘƻǊέ ƻŦ ǿƘŀǘŜǾŜǊ ǿƻǳƭŘ ōŜ ŀŎŎŜǇǘŀōƭŜ ƛƴ ǘƘŜ Ƴƻǎǘ ǊŜǎǘǊƛŎǘƛǾŜ 
statesτespecially if those states has populations as large as Illinois or New Jersey.  But websites 
could also attempt to configure their services to function differently depending on what state 
the user is in.  Thus, age verification mandates might also require location mandates (again, 
perversely requiring the collection of more ƛƴŦƻǊƳŀǘƛƻƴ ƛƴ ǘƘŜ ƴŀƳŜ ƻŦ ǇǊƻǘŜŎǘƛƴƎ ŀŘƻƭŜǎŎŜƴǘǎΩ 
privacy).  If a site relied only on location information provided by the user, adolescents would 
quickly learn to lie about what state they live in just as children have learned to lie about how 

                                                      

127. Anne Collier, Anti-Gay Bullying Most Pervasive, April 29, 2009, www.netfamilynews.org/2009/04/anti-gay-
bullying-most-pervasive.html (quoting Charles Robbins & Eliza Byard, Gay Suicide: Addressing Harassment in 
Schools, Salt Lake Tribune, April 24, 2009, www.sltrib.com/opinion/ci_12220931 [hereinafter Gay suicide]). 

128. Gay suicide, supra note 127. 

129. Id. 

http://www.netfamilynews.org/2009/04/anti-gay-bullying-most-pervasive.html
http://www.netfamilynews.org/2009/04/anti-gay-bullying-most-pervasive.html
http://www.sltrib.com/opinion/ci_12220931
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ƻƭŘ ǘƘŜȅ ŀǊŜ ǘƻ ŀǾƻƛŘ ǘǊƛƎƎŜǊƛƴƎ /htt!Ωǎ άŀŎǘǳŀƭ ƪƴƻǿƭŜŘƎŜέ ǊŜǉǳƛǊŜƳŜƴǘΦ  !ƭǘŜǊƴŀǘƛǾŜƭȅΣ 
ǿŜōǎƛǘŜǎ ŎƻǳƭŘ ŀǘǘŜƳǇǘ ǘƻ ŘŜǘŜǊƳƛƴŜ ŀ ǳǎŜǊΩǎ ƭƻŎŀǘƛƻƴ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ōŀǎŜŘ ƻƴ ǘƘŜƛǊ Lt ŀŘŘǊŜǎǎΣ 
ōǳǘ ǎǳŎƘ άLt ƎŜƻŎƻŘƛƴƎέ ƛǎ ƴƻǘ ŀƭǿŀȅǎ ŀŎŎurate and can be subverted by use of a proxy. 

This technical discussion should help to illustrate why state-level COPPA 2.0 proposals would 
ōǳǊŘŜƴ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ƻǾŜǊ ǘƘŜ LƴǘŜǊƴŜǘΣ ŀ ǳƴƛǉǳŜƭȅ άƛƴǘŜǊǎǘŀǘŜέ ƳŜŘƛǳƳ ǿƘƻǎŜ ŀǊŎƘƛǘŜŎǘǳǊŜ 
makes it difficult, if not impossible, to isolate the effects of state regulation on residents of that 
ǎǘŀǘŜΦ   ¢ƘŜǊŜ ƛǎ ŀ ƭƻƴƎ ǎǘǊƛƴƎ ƻŦ ά5ƻǊƳŀƴǘ /ƻƳƳŜǊŎŜ /ƭŀǳǎŜέ ŎŀǎŜǎ ǘƘŀǘ ƘŀǾŜ ŎƻƴǎƛǎǘŜƴǘƭȅ ǎǘǊǳŎƪ 
down state laws attempting to regulate commerce (or speech) that originates or takes place 
ƻǳǘǎƛŘŜ ǘƘŜ ǎǘŀǘŜΩǎ ōƻǊŘŜǊǎΦ130  If it is not possible for a state government to isolate the effects 
of its regulatory actions to merely those PI-collecting site operators or users living within its 
jurisdiction, federal courts will block such measures.  Consequently, the extraterritorial impact 
of state-based COPPA expansion would likely result in an immediate constitutional challenge 
and such regulation would almost certainly be overturned.  

It is also possible that COPPA 2.0 proposals may already be pre-empted by COPPA because, 
although COPPA authorizes state attorneys general to bring enforcement actions under certain 
circumstances,131 /htt! ōŀǊǎ ǎǘŀǘŜǎ ŦǊƻƳ ŜƴŀŎǘƛƴƎ ŀƴȅ ƭŀǿǎ άƛƴŎƻƴǎƛǎǘŜƴǘέ ǿƛǘƘ /htt!Φ132   

VIII. Summary of Implementational Challenges Regarding COPPA Expansion 

Even if one somehow overcame the many policy and constitutional arguments against COPPA 
2.0, there would remain a slew of difficult, if not impossible, challenges to overcome in 
implementing such a system.  Most critically, the threshold practical question remains the same 
as it does for most other forms of online identity verification:  How do we verify the parent-child 
relationship when someone asserts they are the parent or guardian?  But there are many other 
questions regarding how ǿŜƭƭ /htt! ǿƻǳƭŘ άǎŎŀƭŜ ǳǇέ ǘƘŀǘ Ƴǳǎǘ ōŜ ŎƻƴǎƛŘŜǊŜŘΥ  

1. Verification Mechanisms. What sort of mechanisms will need to be put in place to 
guarantee that the parent or guardian is who they claim to be (for both initial 
enrollment and subsequent visit authentication)?  Sign-and-fax forms can be easily 
forged, so credit cards (and perhaps mandatory user fees) will likely become the default 
solution.  A third method, follow-ǳǇ ǇƘƻƴŜ ŎŀƭƭǎΣ Ƨǳǎǘ ŘƻŜǎƴΩǘ ǎŜŜƳ ǇǊŀŎǘƛŎŀƭΦ  .ǳǘ ƳƛƎƘǘ 
lawmakers demand a mix of all of the above?   

2. Obtaining Consent.  Regardless, how burdensome will those mandates be on parents or 
ƎǳŀǊŘƛŀƴǎΚ  !ǎ tŀǊǊȅ !Ŧǘŀō Ƙŀǎ ƴƻǘŜŘΣ ά¢ƘŜ ƳƻǊŜ ŘƛŦŦƛŎǳƭǘ ǿŜ ƳŀƪŜ ǘƘŜ ŎƻƴǎŜƴǘ 
ƳŜŎƘŀƴƛǎƳΣ ǘƘŜ ŦŜǿŜǊ ǇŀǊŜƴǘǎ ǿŜ ǿƛƭƭ ƎŜǘ ǘƻ ŎƻƴǎŜƴǘΦέ133 

                                                      

130.  See Adam Thierer, The Delicate Balance: Federalism, Interstate Commerce, and Economic Freedom in the 
Technological Age at 58-61 (The Heritage Foundation, 1999). 

131. 15 U.S.C. § 6504. 

132. άbƻ {ǘŀǘŜ ƻǊ ƭƻŎŀƭ ƎƻǾŜǊƴƳŜƴǘ Ƴŀȅ ƛƳǇƻǎŜ ŀƴȅ ƭƛŀōƛƭƛǘȅ for commercial activities or actions by operators in 
interstate or foreign commerce in connection with an activity or action described in this chapter that is 
ƛƴŎƻƴǎƛǎǘŜƴǘ ǿƛǘƘ ǘƘŜ ǘǊŜŀǘƳŜƴǘ ƻŦ ǘƘƻǎŜ ŀŎǘƛǾƛǘƛŜǎ ƻǊ ŀŎǘƛƻƴǎ ǳƴŘŜǊ ǘƘƛǎ ǎŜŎǘƛƻƴΦέ  мр ¦Φ{Φ/Φ Ϡ 6502(d). 

133.  Aftab Comments, supra note 59, at 5. 
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3. Costs to Business.  How burdensome will those mandates be for PI-collecting site 
operators?  What kind of compliance costs or legal penalties are we talking about? 

4. Costs to Users.  Will those costs be passed on to users as fees beyond the nominal 
transactions required to achieve verification via credit cards?  (Since most PI-collecting 
sites websites and almost all social networking sites are free-of-ŎƘŀǊƎŜ ǘƻŘŀȅΣ ǘƘŀǘΩǎ ƴƻǘ 
going to be a very popular mandate!)134  

5. Disparate Socio-economic Effects. How would increased fees or credit card mandates 
impact low-income families and youth, especially those without credit cards?  

6. Industry Consolidation.  If compliance costsτin the form of additional staff, insurance 
and litigation expensesτexplode for website operators, will this cause the kind of 
industry consolidation that seems to have occurred with child-oriented websites since 
/htt!Ωǎ ŀŘƻǇǘƛƻƴΚ  ²ƻǳƭŘ ǘƘŜ ƛƴŎǊŜŀǎŜŘ ƘŀǎǎƭŜ ƻŦ ŀŎŎŜǎǎƛƴƎ ƴŜǿ ǎƛǘŜǎ ƭŜŀŘ ǘƻ 
consolidation by reducing adoption rates by users?  How would online innovation and 
creative expression suffer as a result of such consolidation? 

7. Increased Privacy Risks.  Who would collect the massive databases of information 
created by such a mandate?  Who has access to all that new data?  What might 
government use it for if they get their hands on it? 

8. Offshore Sites.  Could this new regime be applied effectively to offshore sites?  Or, will 
kids flock to offshore sites as a result of such mandates on domestic sites?  If some do, 
how will we stop them? 

9. Credential Transferring.  Even if the parental permission verification process worked 
ŘǳǊƛƴƎ ƛƴƛǘƛŀƭ ŜƴǊƻƭƭƳŜƴǘΣ Ƙƻǿ ǿƻǳƭŘ ƛǘ ǿƻǊƪ ƛƴ ǘƘŜ άǎǳōǎŜǉǳŜƴǘ Ǿƛǎƛǘέ ǎǘŀƎŜΚ  hƴŎŜ 
minors are given credentials or digital tokens, how do we prevent them from sharing or 
selling their credentials?  In particular, how do we prevent older siblings from sharing 
their credentials with younger siblings?  What would be the penalty for them doing so?  
What about older minors with independent access to credit cards? 

10. Law Enforcement Priorities.  How many law enforcement or regulatory agencies will be 
tasked with administering this regulatory regime?  Might this be diverting resources 
from better priorities, such as serious law enforcement efforts and online safety 
educational programs? 

IX. Conclusion 

The future of age verification battlesτat least on the social networking frontτwill likely be 
fundamentally tied up with COPPA and the question of how well parental consent-based forms 
of age verification might work on a scale larger than COPPAΩǎ very limited scale.  It is unlikely, 
ƘƻǿŜǾŜǊΣ ǘƘŀǘ ǎǳŎƘ ŀ ŦǊŀƳŜǿƻǊƪ ŎƻǳƭŘ ōŜ Ŝŀǎƛƭȅ ŀǇǇƭƛŜŘ ƻƴ άLƴǘŜǊƴŜǘ ǎŎŀƭŜΦέ  ¢ƘŜǊŜ ƛǎ ŀ ǿƻǊƭŘ ƻŦ 
ŘƛŦŦŜǊŜƴŎŜ ōŜǘǿŜŜƴ ŀ ǎƛǘŜ ƭƛƪŜ 5ƛǎƴŜȅΩǎ /ƭǳō tŜƴƎǳƛƴΣ ŦƻǊ ŜȄŀƳǇƭŜΣ ŀƴŘ ǎƛǘŜǎ ƭƛƪŜ aȅ{ǇŀŎŜ ƻǊ 

                                                      

134.  !Ŧǘŀō ŀƭǎƻ ƴƻǘŜǎ ǘƘŀǘ άtŀǊŜƴǘǎ Řƻ ƴƻǘ ǘǊǳǎǘ ŀ ǎƛǘŜ ǘƻ ǳǎŜ ǘƘŜƛǊ ŎǊŜŘƛǘ ŎŀǊŘ ǘƻ ǾŜǊƛŦȅ ǘƘŜƛǊ ŎƻƴǎŜƴǘΦ ¢ƘŜȅ 
barely trust online credit card use when they want ǘƻ ōǳȅ ǎƻƳŜǘƘƛƴƎΦέ Id.  
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Facebook.  This ultimately reflects the uniquely insular nature of the under-13 age bracket and 
the lack of any clear line between adolescent-ƻǊƛŜƴǘŜŘ ŀƴŘ άƎŜƴŜǊŀƭ ŀǳŘƛŜƴŎŜέ ŎƻƴǘŜƴǘΦ 

Moreover, as social networking capabilities become increasingly ubiquitous, integrated into 
every site and serviceτfrom Change.gov135 to the San Francisco Chronicle (sfgate.com) to 
/bbΦŎƻƳΣ ŦǊƻƳ aƛŎǊƻǎƻŦǘΩǎ ·ōƻȄ [ƛǾŜ ǎŜǊǾƛŎŜ ǘƻ [ƛƴŘŜƴ [ŀōǎΩ {ŜŎƻƴŘ [ƛŦŜτthe costs and hassles 
of compliance with COPPA 2.0 age verification mandates will increase dramatically.  Are parents 
really going to be forced to authenticate themselves and then their kids for every website their 
kids want to participate in that requires so much as an e-mail address?  That mandate seems 
unnecessary and unworkable.  !ǊŜ ƻǘƘŜǊ ŀŘǳƭǘǎ ƎƻƛƴƎ ǘƻ ƘŀǾŜ ǘƻ ǇǊƻǾŜ ǘƘŜȅΩǊŜ ƴƻǘ ŀŘƻƭŜǎŎŜnts?  
By creating such a requirement, COPPA 2.0 would also constitute a functional convergence of 
COPPA with COPAτŀ ƭŀǿ ǘƘŜ ŎƻǳǊǘǎ ƘŀǾŜ ǊŜƧŜŎǘŜŘ ŀǎ ƛƴŎƻƴǎƛǎǘŜƴǘ ǿƛǘƘ !ƳŜǊƛŎŀΩǎ ǘǊŀŘƛǘƛƻƴ ƻŦ 
anonymous speech, something central to our evolution as a democracy, pre-dating even the 
First Amendment that protects it from government interference.   

Finally, the irony of COPPA 2.0 proposals is that lawmakers would be applying a law that was 
meant to protect the privacy and personal information of children to gather a great deal more 
information about them, their parents, and many other adults!  These privacy implications 
should make us think twice about trying to expand COPPA beyond its primary purpose to 
encourage parental involvement in what kids do online.  Even those who support COPPA in its 
current form should recognize that there are better ways to protect adolescents online.136   

                                                      

135. Like many social networking sites, Change.gov allows users to comment on news items the IntenseDebate 
comment platform, which allows users to create profiles, upload profile photos, etc. 

136.  See Parental Controls and Online Child Protection: A Survey of Tools and Methods, supra note 17.   
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